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An Ounce of Prevention

To maximize the benefits of coding standard analysis,
it's critical that you recognize coding standards as a
means of preventing errors — not detecting them.
Many developers are disappointed if a coding
standard violation doesn't point them to an obvious
bug. When they explore a violation and find an error-
prone construct rather than an error, they think that
the coding standards aren't useful, eventually stop
investigating violations, and later stop performing
coding standard analysis altogether. This speaks to a
fundamental problem with the software industry: Most
development and testing teams are concerned with
removing errors, but not with preventing them.

Error prevention involves correlating each error to the
exact point in the development process that allowed it,
then fixing that part of the process. This prevents the
need to debug applications after the fact, and
produces an exponential increase in product quality.
Error prevention is very different than error detection,
which is the process of finding and fixing errors after
an application is built. When development focuses
only on error detection, the flawed process that
generated those errors is left uncorrected and the
errors continue to occur. Furthermore, this misplaced
focus has a negative impact on software quality and
team productivity.

The coding standards promoted by industry experts
were produced in response to other developers'
mistakes and development process flaws. The
experts performed the most difficult task: figuring out
why errors were occurring and how to prevent them.
To prevent errors, you just follow the coding
standards that the experts designed and tested.
Essentially, you get to benefit from the lessons
learned from other developers' mistakes without
having to suffer the consequences of personally
committing those mistakes.

- Adam Kolawa, Ph.D.
Chairman/CEQ of Parasoft

Features
* WSDL schema verification and compliance to standards
 Automatic test creation using WSDL and HTTP Traffic
« Data-driven testing through data sources (Excel, CSV, Database Queries, etc)
 Scenario-based testing through XML Data Bank and Test Suite Logic
« Flexible scripting with Java, JavaScript, Python
* WS- Conformance: Basic Profile 1.0
* WS-Security, SAML, Username Token, X.509, XML Encryption, and XML
Signature support
* WS-Security Interop testing emulator
* MIME Attachment support
 Asynchronous Testing: JMS, Parlay (X), SCP, and WS-Addressing support
* Windows Perfmon, SNMP, and JMX monitors
« Detailed Report generation in HTML, XML and Text formats
 Real-Time graphs and charts

SUAPtest enables you to

N

It's automated. It's fast. And it's the most versatile
Web Services testing tool.

deliver hetter Web Services in less time.

The simple fact is, no other Web service testing product can do what SOAPtest can do. From
verifying functionality and performance to ensuring security and interoperability, SOAPtest
automates all critical testing processes across the entire lifecycle of your Web service.

But don't take our word for it.... Go to www.parasoft.com/SOAPtest WSJand try it for free—no
commitment, no obligation. If you like it (and we suspect you will) just let us know. We'll be
more than happy to help you and your development team get up and running.

For Downloads go to [www.parasoft.com/SOAPtest_WSJ

Email: SOAPtest_WSJ@parasoft.com Call: 888-305-0041 x1209

Benefits

« Uniform test suites can be rolled over from unit testing to functional testing

to load testing
* Prevent errors, pinpoint weaknesses, and stress test long before deployment
« Ensure the reliability, quality, security and interoperability of your Web service
« Verify data integrity and server/client functionality
« |dentify server capabilities under stress and load
* Accelerate time to market

Protocol Support
*HTTP 1.0
« HTTP 1.1 w/Keep-Alive Connection
* HTTPS
* TCP/IP
«JMS

ELPARASOFT

We make software work.'| |

Platforms
Windows 2000/XP
Linux
Solaris

Contact Info:

Parasoft Corporation
101 E. Huntington Dr., 2nd Flr.
Monrovia, CA 91016

www.parasoft.com
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To maximize the benefits of coding standard ] = =
analysis, it's critical that you recognize coding In Iess tlme WIth fewer resources.
standards as a means of preventing errors—not ]

detecting them. Many developers are
disappointed if a coding standard violation
doesn't point them to an obvious bug. When
they explore a violation and find an error-prone
construct rather than an error, they think that
the coding standards aren't useful, eventually
stop investigating violations, and later Stop
performing coding standard analysis altogether.
This speaks to a fundamental problem with the
software industry: Most development and
testing teams are concerned with removing
errors, but not with preventing them.

Error prevention involves correlating each error
to the exact point in the development process
that allowed it, then fixing that part of the
process. This prevents the need to debug
applications after the fact, and produces an
exponential increase in product quality. Error
prevention is very different than error detection,
which is the process of finding and fixing errors
after an application is built. When development

foouses only on error detection, the flawed Parasott Jtest makes Java unit testing
e s T e and coding standards analysis fast and painless.
Furthermore, this misplaced focus has a

negative impact on software quality and team With just a click, you can verify that your Java code is robust, high quality and secure.
(TR Jtest automatically verifies compliance to hundreds of coding rules while automatically
The coding standards promoted by industry generating and executing JUnit test cases — creating harnesses, stubs and inputs.

experts were produced in response to other

developers' mistakes and development process
fiaws, The experts performed the most difficul See how Jtest can enhance your Java development efforts...

task: figuring out why errors were occurring Visit our Parasoft Jtest Resource Center at www.parasoft.com/jtest WSJ for the latest

and how fo prevent them. To prevent errors, information — including white papers, webinars, presentations, and more.
you just follow the coding standards that the

experts designed and tested. Essentially, you
get to benefit from the lessons learned from

other developers' mistakes without having to =
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committing those mistakes. Email: jtest_WSJ@parasoft.com Call: 888-305-0041 x2174
—Adam Kolawa, Ph.D.
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Features Benefits Platforms Contact Info
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From the EDITOR

A What?

ne of the fun parts of be-
ing a software architect is

trying to figure out how to L =

build whatever it is that you
are supposed to build. It’s even more
fun when you look at the architecture

for an entire enterprise, and have to akry

make choices that integrate every
complexity and account for every
nuance of the portfolio, even if only
long enough to get something in place before
ripping something else out.

The advantage of buying a COTS product
from a software vendor is that you get exper-
tise at programming, and in a particular line
of business, without having to hire, retain,
and pay a staff of programmers. This ability
to buy functionality was a major innovation
in the entire software development process,
and a boon to departments that no longer
had to wait out a long, waterfall-based life
cycle before they got applications to assist
them in doing their jobs more effectively.

The downside, as the IT department
found to its horror, was that the ISVs weren’t
interested in building to every platform
under the sun. Instead, they'd choose a
system or a platform, like the mainframe,
AS/400, VAX, or even client/server and cre-
ate software. While the software was good at
the business task (or at least good enough)
that the business users were happy, it was
a nightmare for IT. Now they had one of
everything to support, and instead of knowl-
edgeable programming staff who knew the
platform as well as the application, they had
to quickly train whoever was handy. It’s not
a wonder that IT satisfaction plummeted
over the years. Very rarely did the true cost
of packaged software, in terms of support,
and impact to other parts of the business,
ever get addressed.

Fortunately we have Web services now.
Many of the problems caused by silos of
applications can be mitigated by applying
the technologies developed for Web ser-
vices. Platform differences can be overcome.
Communication mechanisms can be
established. Locations of services can be
determined.

SEAN RHODY

And yet, it’s still possible to make
programmatic spaghetti with Web ser-
vices and to design services that don't
scale, aren’t secure, and can’t be man-
aged. That’s because Web services pro-
vides technology, but not architecture.

And that’s why service-oriented

architecture (SOA) is so important.
An SOA helps overcome the challeng-
es of application integration using
Web services, as well as other concepts, con-
structs, and tools that aren’t necessarily part
of the core Web services stack.

SOA is not really a product, or a technolo-
gy. Although you can buy an SOA in the same
way you can buy a development methodol-
ogy, in most cases you aren’t buying code but
rather thoughts. Like the instructions to a
complex model airplane, SOA will guide the
construction and ensure that there are no
pieces left over at the end.

Applying SOA in an existing environment
can be a challenge. Services are a different
mindset than applications - in fact, applica-
tions are built on top of services that may be
reused in an SOA. The concepts of user inter-
face and integration are different, and with
existing legacy software, it may take years of
careful, planned refactoring before the soft-
ware that was is the service that should be.

This month’s focus is on SOA and the
enterprise service bus (ESB). The ESB is a
similar concept, but slightly simpler - it pro-
vides a messaging backbone for enterprise
communication. And for many organiza-
tions, adopting an ESB before an SOA is a
wise move — sort of a crawl before you walk
approach. Regardless of whether you do one,
the other or both, Web services technology
still underlies the concepts. WSDL, XML,
SOAP, and other message bindings are core to
both concepts. And the concepts themselves
are key to avoiding building yet another
stovepipe.®

B About the Author

Sean Rhody is the editor-in-chief of Web Services Journal.

He is a respected industry expert and a consultant with a leading
consulting services company.

B B Hsean@sys-con.com
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Industry Commentary

The Missing Link Between
Business and Web Services?

he enterprise service bus (ESB)

is, arguably, emerging as the pre-

eminent platform for building,

deploying, and managing Web
services. However, once you have created
and deployed your Web services, what’s
the next step? For many developers, it is
the orchestration of those services into
composite applications and business pro-
cesses. In the past, this area has proved trouble-
some. The majority of existing business process
tools are vendor specific and proprietary, using
adapters and bridges to integrate with open plat-
forms like Web services. However, the emergence
of Business Process Execution Language (BPEL),
coupled with the growth of Web services and the
ESB, is providing a real, native, service-oriented
architecture (SOA)-based alternative.

This potential was brought home to me when
I was working with a high-tech manufacturer
who faced the perennial problem of managing
old, proprietary software that linked their ERP
systems with their partners (primarily contract
manufacturers). The existing system was complex,
required a lot of maintenance, and was difficult to
change. The company identified Web services and
SOA as an alternative solution that would enable
them to rip out the legacy software while, at the
same time, reduce the cost and complexity of
linking with their partners.

By adopting a Web services approach, they
immediately got cross-platform interoperability,
standards-based development, location indepen-
dence, integration with existing systems, and pro-
motion of future service reuse. They used an ESB
to build and deploy the Web services, which pro-
vided the necessary policy, transformation, and
routing capabilities to enable their services to be
exposed. The documents exchanged between the
company and its partners were defined in XML;
partner interfaces were quickly defined in WSDL.

However, Web services alone only partially
solved the integration problem. They still needed
a mechanism to define and coordinate service
interactions to deliver composite applications
and automate real-world business processes.
These processes varied widely, from automating

JOHN O'SHEA

the selection of partners for delivering a
product, to transferring documents with
the selected third-party contract manu-
facturer, and ultimately to delegating
the construction and delivery of prod-
ucts. The processes also controlled the

exchange of shipping details, component
warranty details, and, of course,
invoicing.

Given their choice of Web services, the most
obvious option for building the business pro-
cesses was BPEL. Once these processes were
described using BPEL, they were deployed as a
service on the ESB. The combination of BPEL and
the ESB offered a single solution that enabled
them to expose their enterprise infrastructure as
Web services, to apply policy to the Web services,
and to compose the services into powerful and
visible business processes.

The customer was pleasantly surprised that
BPEL met their requirements. The BPEL server
they used was designed to run many processes.
Each process typically ran for months after
being inactive for considerable periods of time.
The BPEL server ensured that critical pro-
cess state was safely stored in a transactional
datastore, should recovery be required in the
event of transient service unavailability. The
BPEL server also provided their administrators
with a Web-based management console that
enabled them to query and view the activity
history of process instances and remotely con-
trol the execution of running or faulty
processes.

BPEL enabled them to use off-the-shelf tools
to define the process flow in a visual manner, as a
series of interactions with SOA service interfaces
hosted on the ESB. The BPEL process itself is host-
ed on the ESB and externally exposed as an SOA
service. A stand-alone client driver application
triggers the start of each BPEL process instance
when an order is created or modified. From then
on, all interaction between services takes the form
of SOA-style invocations.

As the customer implemented the project, they
learned a number of important lessons about BPEL:
» Continued on page 15
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Best Practices In

Integrating Data
Models for SOA

Integrating underlying data models
is an essential precursor to SOA

B This article describes how an essential precursor to any SOA implementation

is a data modeling exercise that integrates all underlying data models, focusing

more on the business requirements than on system- and application-specific

requirements.

ntegrating data models in a com-

plex enterprise can be difficult

because the IT landscape often

reveals massive duplication and
redundancy. Refining this situation with-
out semantic loss is a tough nut to crack.
This article discusses the problem
domain and makes some recommen-
dations.

Gartner, Inc., advises organizations
wishing to fully exploit service-oriented business
applications to focus on integrating the processes
and underlying data models, rather than on
integrating individual application components.
Failure to integrate these aspects will place the
organization at a competitive disadvantage.
Gartner believes that such metadata management
is “essential to reducing the escalating complexity
of management and maintenance of integrated
software platforms.”

This is very sound advice. When exposing
an application through Web services, it is very
tempting to write services that speak directly
and specifically to the application, as this is the

m February 2005

JIM GABRIEL

simplest, most cost-effective path in
development (at least in the short term).
Unfortunately, this gives us “tight cou-
pling” — that is, we are exposing the
interface to the application component
and little more. Web services that access
an application in this way provide the
equivalent of RPC-like, point-to-point
integration. “Tightly coupled” is not
one of the many definitions applicable
to SOA that we should by now have learned by
rote. Rather, “loosely coupled” and “dynamic”
spring to mind as far more applicable.

The benchmark for testing whether services
are sufficiently loosely coupled and dynamic is
the level to which services are application specif-
ic. If developers write services that can be appli-
cation agnostic, much of the battle has been won.
In other words, you should be able to unplug the
underlying application component and plug in
an equivalent from another manufacturer,
and the service should not need updating.

The technical infrastructure that enables
application agnosticism depends on a layered

approach to SOA. That is, application-agnostic
services are only possible if the SOA implements
a data model that properly represents and inte-
grates the underlying data models in the enter-
prise at a layer of abstraction higher than the
interface layer. This is very important in the inter-
ests of long-term maintainability and evolution.
The integrated data model is the source of all
data definitions and interface definitions required
by services, but it is also the basis for resolving
model-to-model mappings in the interface layer.
The relationship between services and underly-
ing applications is illustrated in Figure 1.

The relationship between services and appli-
cation components passes through a number of
other layers. First, the payloads of message-centric
services are described by schemas. These schemas
are assembled from the integrated data model.
The relationship between the payload schemas
and the underlying data models is managed
through transformations. The transformations
are built against the integrated data model, which
must therefore have knowledge both of the under-
lying data models and of the payload schemas that
have been assembled from the model.

The interface layer is the transformation layer
where data is transformed from its format, as
described by the integrated data model, into the
format required by the application model, and vice
versa. For this reason, the integrated data model is
sometimes referred to as the “interface model”
or “transformation model.”

www.wsj2.com
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This metadata topography offers up a number
of interesting issues:

* Multiple layers of description. Application land-
scapes can be validly described by the sum total
of pieces in each layer. For example, the sum
total of the schemas in the schema layer argu-
ably provides an equivalent description of the
application landscape to the sum total of the
underlying data models.

* References to any given object can occur in
multiple layers and contexts. From a program-
ming perspective, these layers of metadata and
application objects suggest a high level of dupli-
cation and potential redundancy. Maintenance
and evolution considerations are of paramount
importance in planning the implementation of
your SOA.

e The integrated data model must include
knowledge of the underlying data models that
it integrates. An integrated data model is partly
a collection of existing data models, and partly
anew schematic representation of the data and
processes in an enterprise.

In assembling the integrated data model, the fol-

lowing questions need to be answered:

¢ Isanintegrated data model a real, tangible model,
or is it a logical concept only?

¢ What modeling or schema language should the
integrated data model use?

¢ How do you create the integrated data model?

¢ How do you resolve duplication and redundancy?

¢ Isanintegrated data model a passive reflection or
an active master?

* Where do you store the integrated data model?

¢ How do you manage the life cycle of the integrated
data model?

Real or Logical

The integrated data model is real. You
cannot build the various layers described in
Figure 1 unless you collate in one place the
metadata that describes all the data describ-
ing the SOA. For example, transformations
in the interface layer are schema-to-schema
mappings that can only be defined if the
source and target schemas actually exist.
Where you store it and how you manage it are
very important questions that you will need
to answer before implementing the SOA. Your
decisions at this stage will have long-term
consequences on the maintainability of your
implementation.
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FIGURE 1

Flavor

The integrated data model is an XML data
model that is best described in XML Schema;
after all, service payloads are constrained by XML
Schema. Note that the expression of the data
model - that is, how you choose to deploy it as
something tangible and usable (in this case a fam-
ily of xsd files) — is not necessarily the same as the
development image of the model. For example,
some organizations capture everything in UML
and export the resulting model as XML Schemas.
However, it is good advice to stay as close to the
final implementation as possible.

Creating the Integrated Model

To achieve an integrated data model for an
organization, a single, homogeneous model must
be created that fully represents all the relevant
underlying data models, including any schemas
used for trading partners or industry standards.
This is a serious data modeling exercise that
typically requires the input of highly experienced
analysts and architects. The end result is a set of
custom standards for the enterprise.

The starting point is often a metadata-gath-
ering phase, where all the existing models are
imported into a central place (usually a reposi-
tory). Exposing metadata is not always straight-
forward, as some applications do not publish
interfaces or schemas and others require some
interpretation or embellishment along the way.
For example, database schemas in an Oracle
database can be exported as DTDs or XML
Schema files using the XSU utility XML-SQL
Utility), but ensuring that relationships and con-
straints are properly expressed in the resulting

Layers of models and interfaces between application components and services

schemas requires a manual pass over the
metadata.

Be aware that importing metadata from exist-
ing systems creates an application-specific view
of the landscape, warts and all. There is little
point in creating application-specific integration
models, as this does not abstract us high enough
above the underlying application specifics. This
exercise must therefore be accompanied by a
broader analysis that models the actual data
requirements of the enterprise, preferably with
a very forward-looking appraisal of the expecta-
tions facing the business. You should look at
this as a bonus. As Thomas Erl says in his article
“Best Practices for Transition Planning” in the
November 2004 issue (WSJ Vol. 4, issue 11), in
“planning a migration to a standardized adoption
of SOA you...have an opportunity to erase some
of the neglect from the past.” This is a speculative
analysis action that certainly applies to the data-
modeling phase.

The data modeling phase also provides an
excellent opportunity not only to erase some of the
neglect from the past, but also to introduce other
essential best practices into your SOA, such as a
service-oriented security model.

At this metadata gathering stage, some
organizations use metadata management tools,
equipped with the drivers and connectors, to facil-
itate the import of metadata from various systems
in the application landscape. However, before
you rush out and buy a metadata repository, be
sure you understand exactly what your long-term
requirements of such a system might be, paying
particularly good attention to questions of mainte-
nance and evolution.
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Duplication and Redundancy

When data models are integrated, some trans-
lation and rationalization is inevitable because
duplication and redundancies must be resolved.
It is essential that no object properties are lost or
diminished during the rationalization phase, as
this would result in a reduction of the metadata
and therefore of the potential functionality. Rather,
the resulting integrated data model should be
more descriptive and functional than a simple
sum of the component models.

When rationalizing data models, we often have
to interpret and manage the fact that two objects
in separate application models are essentially
the same object. How we deal with this depends
on the requirements. If two objects exist because
different teams of developers have made up their
own different names for the object — and this is a
very common problem in XML-driven systems
— you can either straighten out the problem in the
underlying models before integrating them or cre-
ate a new “alias” object in your integrated model
that can map to each variant.

Another common problem is the use of the
same name in underlying models for what are
essentially different objects. The solution here is
similar to the previous problem: either solve it
before integrating, or integrate by creating new

SOA Integration,
is a development time and a deployment time concept Development
requiring an integration platform that orchestrates ...
Web Services Infrastructure
that are described by, and carry payloads that Management
are constrained by ...
Metadata Metadata
that is expressed in XML Schema, and, Management
when systems evolve requires ...
XML-metadata XEM
Evolution
Management

Metadata evolution management

objects at a higher level. Note that when working
with XML Schemas, namespaces can determine
how you proceed. Clearly, if two teams have used
the same name in the same namespace for differ-
ent purposes, and the act of integrating the data
models exposes that problem for the first time,
there is no way you can allow both objects to con-
tinue coexisting with different meanings.

When two objects that are essentially the
same object need to coexist for transformation
purposes, the integrated model must describe
both objects rather than attempt to resolve them
into one, otherwise it is not possible to create the
transformation. For example, in a trading partner
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scenario where a legacy system from a supplier
processes a credit card payment according to
constraints described in a DTD (and your system
speaks an XML Schema equivalent), the correct
way to integrate your data models would be to
load both the DTD and the XML Schema equiva-
lent, and then create the mappings between the
constituent objects.

Passive or Active?

Active metadata is business driven; passive
metadata is technology driven. Once we have an
integrated data model, the metadata takes on an
active role. Prior to this stage, the role of metadata
was passive because it served no further purpose
other than to describe and constrain data. It
reflected existing systems and application compo-
nents. Active metadata drives new development
effort from within the metadata. In other words,
when we need to modify the payload of a service
to satisfy a changing business requirement, our
starting point must be the externalized schema
that describes the payload. This is a very serious
consideration for tooling and evolution manage-
ment. From this point onward, any changes to the
way the business functions will force developers
to go to the metadata first — that is, the integrated
data model - and make their changes there before
changing code.

Storing the Model

Bearing in mind the active nature of the
metadata in your SOA, it is essential that you store
the model in an environment that supports the
concept of change. Repositories that provide con-
tainer functionality and business analysis support
are essential parts of the IT landscape before you
implement your SOA. Once you start implement-
ing the SOA, the integrated data model must be
managed in a model-driven environment with
full developer support. This allows changes to be
made centrally and deployed out to the environ-
ment in the form of version-controlled schemas,
transformations, and so on.

Managing the Life
Cycle of the Model

The term that is applicable to managing the
life cycle of a data model is “metadata evolution
management.” This is at the heart of any SOA,
because SOA is a development-time and deploy-
ment-time concept that requires an integration
platform that orchestrates Web services. Web ser-

— e

vices are described by, and carry payloads that are
constrained by, metadata that is expressed in XML
Schema. When systems evolve, the metadata must
also evolve, thus making XML-metadata evolution
management an essential part of the infrastructure
(see Figure 2).

This was the subject of my article “Metadata
Evolution Management in your SOA” in the last
issue (WSJVol. 5, issue 1), so I would refer you to
that discussion for more detail and some recom-
mendations for managing the evolution of meta-
data in the SOA. Suffice it to say that managing
the life cycle of your Web services development,
particularly from the perspective of the evolution
of metadata, is not simply a schema-versioning
problem. Versioning schemas is about technical
constructs and development processes, not about
the management of metadata evolution. Metadata
evolution management is the real problem facing
the long-term life-cycle management of Web ser-
vices development projects.

Summary

The data modeling exercise is such an impor-
tant precursor to any SOA implementation that
T'would describe it as more than a best practice:
it is essential. This data modeling exercise must
integrate all underlying data models, focusing on
the business requirements and abstracting above
system- and application-specific requirements
where possible. Integrating data models will reveal
duplication and redundancy, which must be pow-
erfully resolved by suitably experienced architects
and analysts. The end result will be a metadata
model that will assume an active role in your IT
landscape. Preserving the integrity of the metadata
model as systems and business requirements
evolve will constitute the next major challenge for
the IT department, for which a strategy and tech-
nical solution must be prepared.

References
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wsSJ: Best Practices

Service-Oriented
Architecture Best

Practices

B The concept of a service-oriented architecture is a powerful tool for simplifying

enterprise integration. Following the three principles of modularity, encapsulation

and loose coupling will achieve some amount of improvement for an individual

service. It is insufficient to have a loose set of principles to guide enterprise

architecture designs. It is also important to have “best practices” on how to build,

run and manage enterprise systems. This document will cover the best practices

that have been culled from Epiphany, a number of Epiphany’s top customers

and leading analyst firms.

efine the language of

your enterprise. First and

foremost, there must

be a common language that
your, enterprise must speak. This amounts
to being able to define important entities as
XML Schemas and transformations as XML
style sheets. Enforcement is crucial, as well
ensuring interoperability across an enterprise
wide system. This is the single most important
action an enterprise can take to smooth its
transition to an SOA.

In one sense, this principle should not be
necessary if industry standards groups could
agree on basic XML document formats for
simple things like names and addresses. Since
this is unlikely to happen anytime soon, it is
important that your organization set its own
language policies now, and deal with transfor-
mation issues via XSLT later.

Establish a naming convention for your
enterprise. In a SOA environment, having a
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document that formulates how to name

BILLROTH  Web services, service interfaces, legacy

system endpoints, or any public com-
ponent will help the enterprise architects,
administrators, and developers provide con-
sistent services.

Define service interfaces first, implement
later. In a SOA, the interface for a Web service
is more important than its actual implementa-
tion. When designing composite applications
(i.e. applications composed from a cluster of
web services), recognize that heterogeneity is
the norm. One analyst study put the average
number of hardware/software platforms in
the Fortune 500 at 6. This underscores setting
a baseline “language” for your organization,
as heterogeneity is an unavoidable fact in any
large enterprise.

In addition to having best practices around
people, practices, and technology;, it is also
important to have “design patterns” that can
be reused in order to make the design and

construction of an SOA faster and easier. Just

as there are design patterns for object-orient-

ed programming, there is a group of experts
who are looking at describing common enter-
prise workflows as a set of patterns. Led by

BEA and the Middleware Company, initial

work has been done to catalog a number of

enterprise workflows captured as patterns for
an SOA. While their efforts are in the early
stage, the work appears promising.

Establish a service categorization. Services
come in a number of flavors. An organization
should decide on its services taxonomy. This
definition will help to define development
roles, as well as help to suggest a level or orga-
nizational structure. At a high level, there are
only a few types of services. The Middleware
Company group is attempting to pull together
a set of best practices for building out a ser-
vice-oriented architecture. The expert group
has defined a taxonomy of services, which is a
useful starting place:

» Component services: Simple atomic
services potentially acting on single enter-
prise resource (e.g., database, code, etc).

* Data services: Service providing data
querying, combination and transformation
for multiple data sources.

* Business services: Atomic services com-
posed of combinations of component
services and rules.

e Workflow services: Long lived business
processes coordinating other services with
external interactions.

Separate rules. It is important to categorize
business logic/rules, further, into “process”
type business rules versus “Ul” type business
rules. Process-type business rules are good
candidates to encompass within business
services and Ul-level business rules should be
separated out.

Don't skimp on training. Start with a com-
mon skill set. Most organizations are new to
the technologies behind SOA (like WS-I, WS-
BPEL, etc.), so it is important for an IT staff to
acquire the skills to understand and imple-
ment SOA on an enterprise-wide scale.

Architect a common management layer.

A service-oriented architecture provides both
additional opportunity and complexity for
managing an operational system. Many of
the infrastructure vendors like IBM and BEA
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provide the ability to monitor and manage
Web services. It is important to implement
a uniform management infrastructure for
managing hardware, operating systems,
applications, and Web services for maxi-
mum visibility.

Analyst firms have begun to discuss
implementation issues around SOA as
well. In a recent report, Forrester offers
several suggestions for SOA best practices.
The Forrester report offers several points
for enterprises to consider:

Align services with business processes.
This is important for a number of reasons.
First, the service must be understood by
the business users for it to be useful and
successful. Second, the service should
match the business process it is managing
to mitigate the need to change manage-
ment. Third, change management will
be easier. As business processes change,
determining which services need to
change will be made easier.

Design decisions need to be made
regarding integrating business rules within
services. Consumer application-specific
business rules may not have to be inte-
grated within the producer services if
there is no value in having these rules
apply to other consumer applications. This
also facilitates easy maintenance of servic-
es because there is less coordination with
multiple consumer applications

Start with services, do Web services later.
Moving to an SOA does not necessarily
require Web services. Many companies

have been successful building out an SOA
message-oriented middleware (MOM).
This includes JMS-based software as

well as IBM WebSphere MQ (the former
MQSeries). Applications rooted in MOM-
based systems generally met the require-
ments of SOA: encapsulation, loose-cou-
pling and modularity, but with the notion
of messages on a queue rather than SOAP/
XML messages.

Wrap packaged applications in service
interfaces. This was mentioned above,
but is important enough to restate.
Enterprises should be wary of vendors
claiming to provide a platform. Leveraging
a single vendor’s platform will unneces-
sarily tie an organization to one vendor.
This is a risky strategy. It is better for
enterprise information assets to speak
a neutral, common language that will
ensure interoperability.

Have a version resolution architecture.
Web services present the ability to reuse
software like never before. A Web service
can be a public resource used by hun-
dreds of applications. However, if the Web
service changes the applications will have
to change. This will create a maintenance
nightmare. It is important to have an
architecture where interfaces have a ver-
sion associated with them, and a way of
resolving a particular interface to a partic-
ular version. As Web service producers are
changed, the consumers can be migrated
slowly to the new service. This way dis-
ruption is minimized.

—A-

Conclusion

Successful enterprises know that achiev-
ing an organization’s goals is a mix of best
practices around people, policies, and tech-
nology. This article has attempted to illus-
trate that it is not sufficient to adopt SOA
technologies. It is important to adopt best
practices around how a group is organized
and how it behaves. It is also important to
adopt a set of policies that ensure smooth,
visible operations and minimal effort in the
face of change. This article has attempted
show some of the current thinking around
best practices from Epiphany, Epiphany’s
customers, and leading analyst firms. The
nascent body of SOA best practices is still
developing.®

Resources

¢ Some efforts in this area, like xXNAL, are by
no means universally accepted. See http://
xml.coverpages.org/xnal.html for more
details.

e Gamma, E,, et al. (1995). Design Patterns:
Elements of Reusable Object-Oriented
Softwar. Addison Wesley.

* SOA Blueprints: www.middlewareresearch.
com/soa-blueprints/

B About the Author

Bill Roth is VP of product marketing at BEA. He wrote this article
while chief technology evangelist at Epiphany. With over 15
years in this industry, he has played numerous roles including
product marketing and product management for the initial
launch of J2EE at Sun.

H B B br@sys-con.com

» Continued from page 8

» Design BPEL processes from the top down, not the bottom up.
When designing and implementing BPEL processes, it is critical to
ensure that the BPEL process directly models the underlying busi-
ness process in the most abstract form possible, without losing

any critical process data.

¢ Fault-tolerant BPEL servers cannot compensate for BPEL scripts

M About the Author

that do not implement sufficient fault-handling logic. Be prepared

to handle faults, especially when invoking on or receiving from a

remote Web service.

As organizations build out services from their existing infra-
structure using the ESB, there is no question that the next step is

www.wsj2.com

to orchestrate those services to support new and existing business
processes. BPEL enables the creation of meaningful service-based
business processes that promise to become more important as the
adoption of Web services and SOA continues. ©
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Could Enterprises
Be Pushing Back

on ESBs?

B | just got back from the Gartner Application Integration show. This is perhaps

the seventh of these conferences | attended, including the first one back in 1998.

The good news is that the conference was packed and application integration

seems to be making a strong resurgence with a little help from something called

Web services. The bad news is that many of the attendees appeared confused,

and the world of application integration and Web services/SOA seems more

complex and difficult to grasp for the rank-and-file IT person than it was in the

past. There don’t seem to be as many clear answers these days, which is too bad

because the problems seem to be getting bigger and integration is becoming a

top-three IT priority according to the analysts.

he real surprise for

me was the backlash

against the concept of

ESB (enterprise services =
bus) and its proper application
within the enterprise as well as in
the world of SOA. It seems to be
falling off the current buzzword
list as enterprises press forward
with their SOA planning and
implementation work, choosing
more Web services—compliant messaging
infrastructures instead.

In fact, I was most surprised to hear an
analyst admit during a presentation that
there was a flaw in the ESB concept, as end
user organizations may over-integrate pro-
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prietary ESBs. This comment points
to the fact that many ESBs will layer
on top of existing messaging systems
already in place, and may also be
redundant with newer, more Web ser-
vices—compliant approaches. In other
words, you could end up with your
traditional messaging system along-
side your new ESB messaging sys-
tem, as well as a new SOA infrastruc-
ture, all with redundant messaging
capabilities.

The analysts could have a point there
when considering the long-term strategic
directions of SOAs. Indeed, many are call-
ing ESBs “transitory” technology, something
that will bridge enterprises to Web services,

but perhaps not be the end solution.

Of course the ESB guys would argue that
their ESB solution is indeed Web servic-
es/standards-based, albeit the underlying
technology is based in Java or proprietary
messaging systems. If you deal with the
technology through standard interfaces, you
should not be concerned with what happens
behind the scenes. Moreover, they have all
vowed to keep up with emerging Web ser-
vices standards.

What's driving the debate even further is
the appearance of new SOA infrastructure
players with ESB-like capabilities, such as
Blue Titan and their Network Director prod-
uct with embedded queue technology in its
Web services routers. Like the ESBs, they
provide guaranteed message delivery, but
they are also compliant with the current ver-
sion of WS-ReliableMessaging.

The Essence of ESBs

I've heard the term ESB from both the
analysts and vendors (both claiming owner-
ship, by the way) to describe a technology
stack that places service-oriented interfaces
on top of messaging systems, such as JMS.
Instead of invoking the Java interface to
push and pull messages from a queue, you
leverage a Web services interface. Going fur-
ther, many of the ESB vendors have added
“traditional EAI” features to their stacks,
including transformation, routing, flow con-
trol, and process integration. Indeed, many
have described ESB as kind of an EAI light.

Thus, those who employ an ESB would
use it primarily for information-oriented
integration, leveraging the ESB to move
information between applications, which
is traditionally the role of a messaging sys-
tem. They also add transformation, routing,
and other information brokering capabili-
ties. However, most ESBs lack service- or
behavior-based integration capabilities and
the ability to effectively create and manage
composite applications through this infra-
structure. They do support simple orches-
tration, but again, typically around informa-
tion movement.

The lack of true service-based integra-
tion is really the kicker for me when consid-
ering an ESB for use in an SOA. I believe the
real value of creating an SOA and moving to
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Web services is the ability to reuse services inside
and outside of an enterprise and create new appli-
cations by assembling services. This is how SOAs
make you money. Also, SOAs provide us with the
ability to create orchestration layers, abstracting
services, and information flows for the purposes of
creating business processes.

Thus, the purists are putting forth the argument
that most SOAs should leverage pure Web services
standards, otherwise integration and interoper-
ability will be compromised. They further state
that enterprises are going to double or triple up
on messaging layers, implementing a JMS-based
messaging system as well as a pure Web servic-
es-compliant messaging system at the same time.
Moreover, ESBs typically exist with legacy messag-
ing systems that are already in place. Furthermore,
now that WS-ReliableMessaging is almost ready
for primetime, as well as WS-Reliability (Sun’s ver-
sion, now ratified by OASIS), we're nearing the
time when we can build Web services-compli-
ant messaging systems without the need for an
ESB. Thus SOA architects have other options today.

So, What'’s the Deal?

Clearly, building an SOA is one of the most
confusing things to do these days. Not because
the technology is so difficult to leverage; it's not, but
there are many decisions to make, such as wading
through competing technology as well as overlap-
ping and numerous standards.

ESBs, at their essence, are reinvented mes-
saging systems, but do have value for those who
need messaging systems today and want tighter
integration with their new service-based infrastruc-
ture. They do raise questions, however, as to their
long-term value in light of newer, more Web ser-
vices—compliant technology.

ESB vendors, however, are not going to stand
around and watch their technology become
irrelevant. Count on them to morph their prod-
uct to meet changing expectations, including
addressing emerging and existing Web services
standards. Indeed, almost all ESB vendors have
aligned with Web services standards, includingWs-
ReliableMessaging or WS-Reliability.

The key issue is that of fit. If you already have an

You find a 100%% native .net content management solution.

It has all the features you want at a fraction of the cost expected.

It deploys in hours, not waeks.

Everyone loves it. Everyone wses it

Everyone upstairs pats themselves on the back
Download a 30-day frea trial at www.ektron.com/ws
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existing enterprise middleware layer and are mov-
ing to service-oriented or Web services—compliant
integration, leveraging an ESB is a step you may be
able to skip. However, ESBs do seem to be a good fit
for those enterprises performing simple informa-
tion movement between stovepipes that don't need
the heavy duty nature of more traditional integra-
tion technology. Once again, you have to map the
appropriate technology to the problem, as well as
consider longer-term strategic direction.
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Oracle Application

Server 10g

A robust option for the enterprise

World Class’

B A number of solutions exist for creating Java-based Web services from a variety

of different providers. Options range from individual processing engines that plug

into existing application servers to large enterprise-class platforms in which Web

services is one of many components. Each option provides its own set of

challenges and benefits while addressing different types of requirements. For

the enterprise, Oracle’s Application Server 10g provides a robust option.

he 10g version of the
application server from
Oracle provides a highly
flexible and scalable
Java-based Web services capability.
The tools provided by the system

allow for almost any Java object or
PL/SQL function to be exposed as
a Web service.
[

Web Services Support

The Oracle Application Server Web
services architecture in 10g provides the
infrastructure to expose a variety of objects
as Web services, including:
¢ Stateless Java classes
¢ Stateful Java classes
¢ Stateless session EJBs
¢ Stateless PL/SQL functions or procedures
¢ Java Message Service (JMS) objects

Figure 1, from the application server’s
documentation library, identifies the sup-
porting components for each of the above
sources. The boxes on the right side of the
figure represent individual servlets that
handle the documents sent to and from
each type of source component. For Web
services that are stateful, HTTP session
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objects manage state between
service calls.

Both RPC and document-style
Web services are supported by

this architecture. The key differ-
ence between the two styles within

the application server is the set of
parameters and data types allowed
in the implementing class. In the
RPC style, Oracle supports instanc-
es of basic Java primitives and object

types as parameters, along with Element,
Document, and DocumentFragment
objects from the DOM (XML API).
Document-style Web service implementa-
tion classes only support instances of the
Element object from the DOM (XML API).

Tools for Exposing Services

If you're using Java classes to implement
Web services, the development should fol-
low the same sound principles as when
developing any other classes that will be
hosted in an application server, since there
are no physical limitations beyond those
described in the previous section. Once
the implementation classes are built, the
developer must create the configuration
file to describe how the service is to be

WSJ: Product Review

assembled by the application server. This
is a basic XML document not unlike a J2EE
or Web application deployment descriptor.
It contains information about the service
itself, including name, description, and
path information, as well as the individual
services and their implementation classes
(or other objects, depending on the imple-
mentation type). For the purposes of this
article, a simple Document-style Web ser-
vice was created as a standard Java class to
accept an incoming document and store it
in a repository.

With the configuration file complete,
Oracle Application Server provides a tool
called the WebServicesAssembler that
reads the file information and generates
the appropriate class files and deployment
descriptors, and optionally the WSDL file
and proxy classes for the service. This is
a command-line utility that can easily be
incorporated into any Ant script as part of
a standardized build process. Inspection of
the generated EAR file shows a Web appli-
cation module with a specialized servlet for
handling document-style Web
services.

JMS Web services are slightly different
because two JMS destinations and possibly
an MDB are required, depending on imple-
mentation. In this scenario, a SOAP call

ORACLE
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Redwood Shores, CA 94065

www.oracle.com
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Runtime Environment Hosting
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Programming Languages
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Web Application Runtime Hosting
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FIGURE 1

goes through the following progression:

1. The Web service client sends a SOAP
message to an HTTP servlet

2. The Web service listener servlet drops the
message to a JMS destination

3. An MDB or alternate JMS client picks up
the incoming message and processes the
contents

4. The result of the operation is placed on a
second JMS destination

5. The Web service listener servlet returns
the service result to the Web service cli-
ent via a SOAP message

The configuration file for JMS Web ser-
vices also differs in that the connection fac-
tories and queues for sending and receiving
the SOAP document from the Web services
listener servlet are identified instead of the
implementation classes.
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Oracle Application Server Web services architecture

Similar changes are needed when devel-
oping Web services that are implemented
by PL/SQL objects. In this scenario, the
configuration file identifies the username
and password of the host database, its
JDBC URL, the JNDI name of the connec-
tion pool, and the package and procedure
to execute.

In addition to the Web services
architecture described above, Oracle
Application Server 10g provides an alter-
native method for Web services implemen-
tations called OracleAS SOAP. This toolkit
is based on the Apache SOAP implementa-
tion. It should be noted, however, that the
Oracle Application Server documentation
recommends that the Oracle Application
Server Web services architecture be used
to create and deploy new Web services
applications.

—A-

Oracle UDDI Registry

Cataloging and publishing of available
Web services is supported by the UDDI
registry provided in Oracle Application
Server 10g. This repository includes sup-
port for the SOAP API as defined in version
2 of the UDDI specification. Web services
may also be published to the UDDI reg-
istry at deployment time from the Oracle
Application Server Administrative Console.

Securing Web
Services in Oracle
Oracle Application Server 10g allows
administrators to secure Web services using
the following techniques:
* Web services over SSL
e HTTP Basic Authentication
¢ Authorization via Oracle’s implementa-
tion of JAAS

When interacting with secure Web
services hosted on an Oracle Application
Server instance, the client application must
have the relevant system properties set.

If JAAS is implemented for authorization,
the username and password provided by
the calling client may be used to retrieve a
Principal object from the User Manager to
be passed along to any relevant processes.

Conclusion

Oracle Application Server 10g provides a
powerful, flexible, and scalable Web servic-
es architecture for Java-based systems. The
tools provided isolate the developers from
the required code to manage the details of
processing SOAP requests and allow them
to focus on creating business logic. The
UDDI server provides the cataloging and
directory services to publish available ser-
vices. Overall, the 10g version of Oracle’s
Application Server provides a complete and
robust solution for delivering Web services
in Java.®
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B Since releasing my latest book, Enterprise Service Bus (O'Reilly Media, 2004),

| have been doing a fair amount of visiting corporations, conducting seminars,

and generally discussing with enterprise architects the subject of enterprise ser-

vice-oriented architecture (SOA) and how an enterprise service bus (ESB) back-

bone can be leveraged to provide a framework for an enterprise SOA. Along the

way, | have been asked many questions about the nature of an ESB. | have also

fended off some misconceptions that have been growing in the general IT popula-

tion regarding what an ESB is and when, where, and how it can be used. | have

gathered together the most popular questions and misconceptions, and offer

some clarity in the form of a “top ten” list.

Myth #1. ESB is just
a new name for EAI.
While many IT architecture
groups are focusing on building
SOAs, they still inevitably beg
the question of “how is ESB dif-
ferent from EAI?” An ESB is an
infrastructure for building an
enterprise SOA, and is capable of
being used in a more general way
than a conventional EAI broker.
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According to Forrester Research, an
ESB helps enterprises obtain the value
of SOA by increasing connectivity,
adding flexibility that speeds change,
and providing greater control over

use of the important resources that it
binds.

An ESB can be used to handle inte-
gration projects that have traditionally
been relegated to EAI tools. However,
an ESB can also be used for establish-

ing B2B relationships across companies.

An ESB provides EAI capabilities, but is
based on a fundamentally different architec-
ture that is providing the basis of an indus-
try transition from traditional integration to
coordinated service interaction. EAI brokers
are historically implemented as a monolithic
stack, using centralized hub-and-spoke
architecture.

An ESB provides the same base function-
ality as an EAI broker - connectivity, appli-
cation adapters, routing of messages based
on rules, and data transformation engine
- yet, in an ESB, these capabilities are them-
selves SOA based in that they are spread
out across the bus in a highly distributed
fashion and hosted in separately deploy-
able service containers. This allows the
selective deployment of integration broker
functionality exactly where you need it, with
no additional over-bloating where it’s not
needed. The distributed nature of the ESB
container model allows the independent
scalability of integration components, which
are plugged into your SOA as event-driven
services on an as needed basis.

In order for an integration broker to be
truly capable of supporting an SOA, and to
be considered a true ESB, it would need to
have its base functions broken up into their
constituent parts, which would then be
capable of being separately deployed across

www.wsj2.com



the bus while working together
in harmony as necessary.

Let’s use an example of an
XSLT-based transformation
engine that accepts an incom-
ing XML document and applies
an XSIT style sheet to it in order
to produce an outgoing docu-
ment in another XML format. I
can tell you that there is nothing
that can chew up computing
resources more than the pars-
ing and manipulation of XML. If
this particular XSLT transforma-
tion sits between two popular
applications that communicate
regularly with each other, then
that individual transformation
can become a performance and
scalability bottleneck. If you
are using a monolithic hub-
and-spoke integration broker
approach, in order to remove
the bottleneck and scale up the
deployment you would need
to either install that integra-
tion broker on one big powerful
machine, or install the integra-
tion broker across multiple
machines - just to support that
one transform scenario! All the
while, the other integration
broker capabilities, such as the
execution of routing rules, are
competing for the same comput-
ing resources as the transforma-
tion operation.

In contrast to the monolithic
hub-and-spoke architecture of
an integration broker, the foun-
dational core of an ESB provides
a distributed services architec-
ture. This architecture is built for
integration and has the ability
for integration broker function-
ality, such as message routing,
data transformation, and appli-
cation adapters to be selectively
deployed on an as-needed basis.
These are separate integration
services that are a natural part
of an SOA processing pipeline
across the bus.
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An individual XSLT trans-
formation can be deployed as
a service in its own ESB service
container, and multiple instances
of that container can be load-bal-
anced across many machines. If
the ESB container implementa-
tion is cross-platform, then you
can be flexible as to what kinds
of machines you spread the
transform service across — Linux
boxes, Solaris boxes, Windows
boxes, and so on. And for those
of you who don't find solace in
the architectural purity of this
discussion, consider this: the
ESB vendors who are leading the
charge in defining and deliver-
ing ESB products are also putting
forth a license model where there
is no additional cost for deploying
as many of these lightweight ESB
service containers as necessary to
get the job done.

The integration services pro-
vided by the ESB can be com-
bined with other services into
SOA-based processing pipelines
that can span business boundar-
ies. The distributed services in
an ESB can be combined with
itinerary-based routing (see
Myth #7) to allow self-directed,
message-oriented service inter-
actions, which allow different
parts of the ESB to operate
independently of one another,
without relying on a centralized
routing engine.

Myth #2: Microsoft is
building an ESB with
their “Indigo” project.
Microsoft’s Indigo combines
Microsoft’s Messaging Queuing,
its Component Object Model
COM+, .NET, and Web services.
What they are building is a
message bus with Web services
extensions. This is very different
from an enterprise bus. A mes-
saging bus exposes the details of
lower-level messaging techniques

IN THE

NEXT
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SOA Command and Control:

Taking SOA to the Next Level

While the core Web services standards successfully address the
mechanics of allowing applications to talk to one another, a suc-
cessful SOA implementation requires addressing the challenges
that lie beyond the pure mechanics of communication. The
complexities are numerous. This article introduces the notion of
SOA Command and Control as a way of addressing these com-
plexities, drilling down on the five key imperatives of alignment,
compliance, observation, response and optimization.

You Just Don’t Understand:

“How Web Services Bridge the Gap”

Since the advent of information technology, there have been
conflicting goals and requirements between those building the
applications to meet the business’s needs and those tasked with
ensuring the security of the enterprise and its systems. With the
advent of Web services and the practical possibility of abstract-
ing application security into dedicated services and infrastruc-
ture, we need to preserve the interoperability, agility, and respon-
siveness of the application development team while providing the
security team with centralized control, visibility and consistent yet
distributed security enforcement.

International Travel & Web Services Security
What connection can there be between the customs process and
Web services? Our author asserts that both immigration control
and Web services should be grounded on the principle that secu-
rity starts, but does not begin, at the perimeter.

Managing Content with XML

and Web Services: Hype vs. Reality

Web services and XML play an important role in content manage-
ment, content integration, and the publishing of content. As more
organizations move content and applications out to the Web,
software developers are pressed to find rapid, efficient means

of bringing this information to the very thin client provided by
browsers, and to integrate content management into packaged
applications such as portals, CRM, ERP, and any custom ap-
plications. Content management solutions and services built on
XML make this easier.
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and requires the writing of code to define the
relationships between applications and ser-
vices. The mantra of the ESB is configuration
rather than coding, which removes the neces-
sity of hardwiring relationships between inter-
connected applications. An ESB facilitates and
promotes the use of loose coupling between
applications, which are exposed through the
bus as event-driven services. The good news
here is that applications built on Indigo will at
least be message based and therefore easier to
integrate through an ESB.

That said, there are elements of the
BizTalk Server that, correctly combined
with Indigo, could start to look like an ESB.
However, there is one missing element in
the formula, in that BizTalk is still a hub-
and-spoke integration broker and is subject
to all of the caveats mentioned in the ESB
versus EAI discussion. You can't split out the
XML transformation engine from the rest
of the BizTalk Server and expect to run it
as a load-balanced service across multiple
machines without incurring the cost and
overhead of the entire Biztalk Server (see the
previous discussion on EAI vs. ESB).

Myth #3: The adoption of WS-*
specifications, such as WS-
Reliability and WS-Reliable
Messaging, obviate the need
for an ESB.

An ESB should be designed to accom-
modate these evolving specifications as they
become mature and achieve commercial
viability. Evolving WS-* specifications will
help make application endpoints more
interoperable through an ESB.

As part of the evolving standards process
of Web services specifications, there exists
much uncertainty due to the many overlap-
ping efforts underway. As these specifica-
tions mature and achieve widespread adop-
tion, they will still require an infrastructure
to support them. An ESB can provide a
consistent model for building, orchestrating,
and managing SOAs, while insulating the
IT organization from changes in underlying
interoperability standards.

A WS-Reliability implementation requires
that there be an industry-proven reliable
message persistence and store-and-forward
processor to support it. A foundational
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component of an ESB is an enterprise mes-
saging layer that provides quality of service
of message delivery through messaging con-
ventions such as message persistence, store-
and-forward delivery, message acknowl-
edgements, and interfaces with external
XA-compliant transaction managers. The
ESB implementation may also provide trans-
parent routing of messages across sophisti-
cated network topologies, and continuous
availability of the messaging infrastructure
through a fault-tolerant messaging server
architecture. The science of making all of

integration market caused by the advent

of the ESB, some established integration
vendors have laid down a smokescreen by
saying that an ESB is simply an abstract pat-
tern that can be overlaid across a composi-
tion of existing middleware and application
server infrastructure that they already have.
In fact, an ESB is definitely a coherent piece
of infrastructure that you have been able

to purchase from a number of vendors for
at least a couple of years now. There are
already dozens of ESB deployments in place
across a variety of vertical industry seg-

An ESB is a highly distributable
backbone upon which to build enterprise
service-oriented architectures

this work together to ensure reliability under
high-stress enterprise environments requires
many person-years of effort to get right.

That being said, ESBs that are implement-
ed today using a proprietary messaging layer
should also adopt one or more of the WS-Rel*
as additional protocols or “on-ramps” for get-
ting on and off the bus. However, it is not a
one-size-fits-all solution and many combina-
tions of messaging and protocol support are
necessary.

Myth #4: Pattern or Product:
The term "Enterprise Service
Bus" (ESB) is not really a
product category; it is simply
an abstract concept that can be
applied toward a coupling of an
existing application server and
integration middleware.

An ESB is a highly distributable backbone
upon which to build enterprise service-ori-
ented architectures (SOA). Enterprises build
service-oriented architectures, and an ESB
is the backbone upon which to build it. As
a result of the tumultuous disruption to the

ments including manufacturing, financial
services, telco, and retail.
The definition of an ESB includes these

basics:

¢ A distributed services architecture, which
includes a lightweight container model for
hosting integration components as remote
services

¢ An enterprise messaging backbone that
provides reliable delivery of messages
between applications and services

* XML Data transformation

* Service orchestration and intelligent routing
of messages based on their content

A flexible security framework

¢ A management infrastructure that lets you
configure, deploy, monitor, and manage
your remote services

The distributed services architecture of
the ESB allows the referencing of services
via abstract endpoints, which are globally
accessible across a federated namespace. The
distributed services architecture is layered
upon an interconnected system of lightweight
service containers that allow remote services

www.wsj2.com



to be configured, deployed, managed, and
monitored. These service containers are held
together through a standards-based messag-
ing backbone that enables scalability, con-
tinuous availability, low-latency throughput,
and consistent security and quality of service
(QoS) across the enterprise.

Myth #5: ESBs compete with
the J2EE app server products.
An ESB is highly complementary to a J2EE app
server. J2EE app servers can integrate well with
other app servers, and with non-J2EE environ-
ments, by plugging into the ESB using standard
interfaces such as JMS, MDB, JCA, or Web services.
Most adopters of ESB technology are also
heavy users of application server technology.
These customers use the combination of their
application server and ESB as best-of-breed
components in their integrated environment
—the app server for hosting business logic and
serving up Web pages in a portal server environ-
ment, and the ESB for integrating the app server
with a variety of back-end applications and data
sources across their extended enterprise.

Myth #6: Portals can be con-
nected to back-end systems by
simply using a Web service call.

While Web service calls can theoretically
be used to connect portals with back-end
target systems, this approach won't scale
past a few back-end systems. An ESB allows
the portal server to have a single inter-
face to the bus, with the bus providing the
mediation between the diverse connectiv-
ity options, protocols, security, and data
formats across all of the possible back-end
systems that a portal server may call upon
to fulfill its requests.

Using an ESB as the layer between the
portal server and the various back-end
applications that the portal server needs to
interact with, ESB adopters are building for
the future by providing a more scalable and
flexible SOA that is capable of handling the
ever-expanding scope of integration as the
portal project becomes more successful and
business requirements change.

Myth #7: ESBs will be obsolete
once BPEL is widely available.
An ESB may support multiple ways of
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coordinating the interaction between event-
driven service invocations using formal business
process definitions. BPEL (Business Process
Execution Language) is one way of doing it, and
there are others as well. An ESB also has itiner-
ary-based routing, which provides a message
with a list of routing instructions. These routing
instructions, which represent a business process
definition, are carried with the message as it
travels through the Bus across service invoca-
tions. The remote ESB service containers deter-
mine where to send the message next.

Itinerary-based routing significantly contrib-
utes to the highly distributed nature of the ESB,
as there is no centralized rules engine to refer
back to for each step in the process. A central-
ized rules engine for the routing of messages,
such as those offered by the typical hub-and-
spoke EAI broker approach, can be a bottleneck,
and also a single point of failure. The use of
message itineraries, messages and process defi-
nitions is self sufficient and can therefore allow
different parts of the ESB to operate indepen-
dently of one another.

flow execution paths based on join conditions or
transition conditions being met. Such a process
engine may support BPEL, or some other pro-
cess definition grammar such as ebXML BPSS.
Sophisticated process orchestration can be
combined with stateless itinerary-based routing
to create an SOA that solves complex integration
problems.

Myth #8: The ESB technology
category, like so many oth-
ers, seems to have come out
of nowhere and is now barrel-
ing its way up the hype curve
and rapidly approaching the
“trough of disillusionment.”
The ESB concepts were created as a
result of working with IT thought lead-
ers across a variety of industries, includ-
ing manufacturing, e-marketplaces, telco,
financial services, and retail. The ESB as a
concept was born out of a necessity, based on
their desire for a new approach over distrib-
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uted computing models and EAI technologies
they had already been moderately successful
with. These IT thought leaders all came with a
common request: “We really like your distrib-
uted messaging infrastructure, and we would
like to build upon it a standards-based event-
driven SOA for integration. We would like it

to include things like Web services, XML data
transformation, content-based routing, and a
service invocation model based on distributed
process coordination.” Because of this, the
concepts presented in the ESB architecture
are sound; they are grounded in reality. Also
because of this, ESB technology has been
adopted as it has been built. There are 100s of
ESB deployments already in use today in areas
such as supply chain and logistics automa-
tion, straight through processing in financial
services, real-time provisioning in Telco, and
remote storefront integration in retail.

Myth #10: An ESB container
can be implemented using
an EJB container.

One of the key components of an
ESB architecture is a highly distributed,
lightweight service container. The service
container allows the hosting of integra-
tion components as event-driven services,
such as a content-based routing service
that applies an XPath expression to an XML
message to determine where to route it
next. The service container can also host
custom services or specialized adapters for
hooking into packaged applications.

Unlike its distant cousins, the app server
container and the integration broker, the
ESB service container allows the selective
deployment of integration services exactly
when and where you need them, and noth-
ing more. In contrast, you need to install

Evolving WS-* specifications will
help make application endpoints more
interoperable through an ESB

Myth #9: ESBs are simply
plumbing and do not provide
sophisticated tooling, such as
a graphical editor for designing
business process flows.

There is a new breed of IDE, which
Gartner Group refers to as an ISE (inte-
grated services environment), that allows
you to design, configure, test, and debug
the integration services that you develop
when building an SOA with an ESB. Using
a graphical interface, an integration archi-
tect draws diagrams using UML notation
to describe process definitions. You may
also use the ISE to graphically create data
transformations between different data
formats, and create and debug XSLT style-
sheets.
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an entire appserver stack everywhere that
an individual piece of integration func-
tionality is needed. This results in what is
referred to as the “appservers everywhere”
problem. There is an unnecessarily high
cost in licensing, installation, and cost of
ownership over time associated with this
practice.

The mantra of the ESB is “configura-
tion rather than coding.” In an application
server—centric approach to integration,
you typically write code to describe the
dependencies between services. The EJB
model follows the client/server model of
interaction, which usually results in tightly
coupled interfaces between services in an
SOA, which is built into code, and compiled
into class files that need to be modified and

m—

redeployed every time a change needs to
be made.

In an ESB, a service is configured with
information regarding its input and output
channels for sending and receiving mes-
sage-based request/response patterns and
one-way event notifications that are then
coordinated by the surrounding invocation
framework - not by the service itself.

An ESB service can be configured and
deployed, by merely supplying it with the XSL
stylesheets, XPath expression, scripts, and
parameters which are read in from a configu-
ration repository. Once deployed, the imple-
mentation is remarkably resilient to change.

Summary

To sum this up, make sure that your under-
standing of ESB contains these things:
* An ESB provides the backbone for building
an enterprise SOA-based integration
environment.
The evolving WS-* specifications will help
make ESBs even more interoperable than they
are today. Adopting an ESB today will allow
you to build for the future and be capable of
adapting to the WS-* specifications as they

become commercially viable.

ESB is not just an abstract pattern. It is a prod-
uct category with a distinct definition and
many vendor offerings.

ESBs and application servers are highly com-
plementary.

ESBs can help portal server integration to
back-end systems by providing the necessary
diversity in connectivity and scalable infra-
structure.
 ESBs provide many choices for coordinating
service interactions.
» ESB technology is grounded in reality and is
already being adopted by many industries.
 ESBs can provide the higher-level visual tools
for integrating services in an ISE environment.
» ESBs provide a service container environment
that is lightweight, configurable, and highly
distributable.®
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wsJ: Grid Computing

B Web services technology has become the ubiquitous connectivity fabric

amongst diverse business domains and technical camps. At the same time,

distributed parallel computing is becoming the de facto architecture for managing

the performance of computationally intensive, long-running programs.

0, is it counterintuitive to

WRITTEN BY lowed by some definitions, and then
consider Web services when LABRO delves into the real grid opportunity:
pursuing performance DIMITRIOU to improve application response time

_

improvement of compute-
intense, long-running applications? It may seem
that way but, most amazingly, Web services play
a critical role not in one but in two areas of High
Performance Computing (HPC) and distributed
parallel computing:
¢ Communications/deployment
¢ C(Classifications/discovery services of resources

In other words, Web services play a role
in the application adaptation and infrastruc-
ture layer, respectively. Sensibly enough,
Web services deliver again on the promise
of semantic and syntactic universal collabo-
ration and wide acceptance in yet another
coming-of-age technology.

This article looks at how the Web services
scenario is unfolding in the distributed
parallel computing space. First it discusses
the developing infrastructure standards, fol-

m February 2005

while workload balancing. I'll con-
clude with a recent project implementation.

Grid Provides the
Infrastructure for Parallel
Distributed Computing

The Globus project and its proposed Open
Grid Services Architecture (OGSA) specifica-
tion describe how Web services can facilitate
the creation, life-cycle management, and
security requirements for reliable and indus-
trial strength Grid Services Architecture (GSA).
However it only seems to address the infra-
structure and resources associated with the
grid. So what about the application, you might
ask. After all, the grid is only as valuable as the
applications you run on it.

The most common approach to enabling
an application for a grid environment is to
decompose the application into smaller,

independent subtasks or job “chunks,”
submit the jobs to the grid (schedule and
deploy), and hope for the best. This para-
digm provides a good solution for batch
cycle applications and is well suited for
coarse-grain parallelizable applications.

But what about the standards, providing
best practices, support, and tools for distribut-
ing more complex applications, sometimes
referred to as “fine-grain parallelizable.”

Furthermore, many have argued that
such services are orthogonal to what OGSA
addresses. Yes, I agree that the specification
is about the infrastructure, but only for now.
Remember the debate about middleware,
EAl, application servers, and the J2EE stack?
I foresee that the same line of arguments
regarding distributed parallel computing will
soon be coming to a grid near you. In fact the
two technologies — J2EE and grid — have very
similar characteristics, including services,
specifications, best practices patterns, and
supporting technology middleware, runtime
containers, and desirable quality of services.
And in both cases Web services play a key role.
Perhaps the overriding similarity is n-tiered
distributed computing.

Parallel Distributed
Computing and the Grid

First, let’s talk about grid and distributed
parallel computing, or are these the same?
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Some say it’s a matter of definition again.
This is especially true for uncharted technol-
ogy territories: there seem to be as many
definitions as opinions. However, some com-
monly used terms and concepts have been
emerging. This is not surprising as parallel
computing has been around for quite a while,
for example as parallel computing execu-
tion on symmetric multiprocessing (SMP)
machines or massively parallel computers.
Programming to leverage these configura-
tions required executing multiple parallel
threads and sharing common memory - fast
memory, that is. Silicon Graphics and a num-
ber of mid-range to high-range Sun and AIX
multiprocessing machines are a fine example
of parallel computing machines — the next
best thing to Cray supercomputers!

These SMP configurations provide hori-
zontal scaling by adding CPUs (typically
up to 64). You add more processors until
you can’'t add any more. But what happens
when your application isn’t completing fast
enough and you need a 65th CPU? The only
choices that don’t require reprogramming
are to buy a system with more powerful
CPUs or a system that can support more
CPUs. If this doesn't help the outlook is
either chunking and distributing or bleak.

So the real distinction between distrib-
uted parallel processing and parallel pro-
cessing is the access to the data that would
have been in the shared memory in the
parallel configuration. This could require a
minor change and some data selection and
movement logic being added, or it could be
a major consideration because the move-
ment of the data among the processors
executing the instances of the application
could take more time that the additional
CPUs reduced. Typically, distributed paral-
lel computing involves dozens or hundreds
of computers, the grid or compute farm,
and concurrently running components of
an application.

I saved for last the notion of parallel run-
ning of an application. In a nutshell parallel
computing exploits concurrency of execu-
tion, so no arguments here: it is parallel
concurrently computing as opposed to serial
computing. There is only one thing missing
from the alphabet soup, the main character:
the application.
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Applications: Making Fast Faster

High Performance Computing is about
doing more with less or making programs
that run fast run faster! Consider an HPC
application currently running as fast as pos-
sible using parallel computing (multiple sys-
tem resident CPUs). Moving this application
to a multiple system configuration typically
requires reengineering the program. This
translates to diverting developer focus away
from new projects, and may require recer-
tifying the application and hiring engineers
conversant in distributed computing and
data considerations. But most of the pro-
grams were designed with sequential flows
in mind and the programmers (those who
are mere mortals) typically think in terms
of sequential flows and are most effective in
designing, writing, and debugging sequen-
tial programs, albeit some are fluent with
multitasking techniques at times. So where
is the magic?

So the options to move programs from
sequential to SMP machines are:

» Use special parallel compilers that lever-
age the multiple CPUs which at best offer
less than optimal improvements without
major tuning

* Use an advanced language that supports
threads and write multithreaded pro-
grams. It’s certainly not a piece of cake to
develop, not to mention what happens
to the application when “the thread guru”
moves on to bigger better things or goes
on in pursuing alternative life styles.

Developers and organizations recognize
that the ever increasing business volumes
will drive their already loaded SMP-based
applications beyond the affordable expan-
sion point, and are looking at ways to avoid
this problem. They are looking at ways to
distribute the individual program compo-
nents using less expensive systems as part of
cluster and grid strategy.

So the question remains: how do you
improve the response time of an application
by distributing it to a compute farm? If the
application has a high-volume, sub-second
response, transactional characteristic we are
in luck. WebLogic and BEA’s robust cluster-
ing technology can effectively distribute a
high transactional application to a cluster.

But there is a large class of application lega-
cy of some sort, such as finance quant apps,
engineering numerical analysis solvers, life
science genome applications, or computa-
tional statistics which require processing
large amounts of data and are compute-
intense. These still need a solution.

The Compute-Intensive Application

To discuss the distributed paralleliza-
tion options, it is helpful to further classify
applications into stages based on the best
practices parallel distributed computing
design patterns they fit in. I've called them
Stage I and Stage II variants of distributed
applications.

Stage I distributed application candi-
dates can be described as “same instruc-
tions small different data” design patterns.
Consider the search for extra terrestrial
seti@home project or the search of large
Mersenne prime numbers — both items
arguably on the far right of compute-
intensive. In both cases the same applica-
tion needs to be executed again and again
using a small amount of different data;
hence the name “same instructions different
data.” The only requirement to distribute
the calculation is to use a job scheduler that
distributes the calculation segments across
computers. Sounds like a classic mainframe
batch scheduler could do the job. No won-
der IBM calls grid computing the next big
thing — they have been providing the under-
lying services for years. From an application
programming point of view, the grid is a vast
number or transactions and jobs distributed
by a scheduler.

These applications have one entry point
and one exit point, and can have their work
computed in parallel without sequential or
data dependencies on the results of each.
An application with these characteristics is
referred to as “embarrassingly parallel.”

A variant of the embarrassingly parallel
application is a job or application that for
historical reasons is being run as a sequen-
tial string of steps. These can easily be
decomposed into smaller jobs and fall under
the Stage I distribution umbrella. So all you
need to distribute Stage I applications is
to identify them, chunk them into parallel
executable steps, and get a scheduler that
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deploys the “chunks” or steps. Several ven-
dors, including Platform and Sun, provide
such scheduling services.

While there are many applications that
fit into the Stage I model, these applications
have input data and usually intermediate
result interdependencies. These are classi-
fied as Stage II distribution applications. You
will recognize these as having the sources
of their resource consumption embedded
in loops with complex data dependency
requirements. In other words, you can't just
chunk the application and expect it to run
faster with the same results

A few different algorithmic patterns
immediately come to mind as Stage II dis-
tribution application candidates: serial
nondependant, master-slave, binary non-
recombining tree, simplex optimization
algorithms, and so on.

Consider a simple binary search
algorithm for finding the maximum from
a sequence of numbers used in a sorting
problem. Although it’s a simple, commonly
used algorithm, it exhibits the structural
characteristics of Stage II distribution appli-
cations. You can devise a simple Web service
that receives two numbers and returns back
the maximum. A simple control master pro-
gram could generate slave/worker services
executing the comparisons on a compute
farm, and returning the final result back to
the parent/root node of the tree. The com-
mercial tools for building such solutions
include low-level parallel middleware (e.g.,
MPI and PVM), and a few higher-level para-
digms that provide virtual shared memory
or shared processes paradigms such as
Java Spaces (a technology transfer of Linda
Spaces), GemFire from Gemstone, and
GigaSpaces. These offer generic support-
ing middleware services, with which the
programmer must be conversant in order
to enable the distribution communications
and data transfer.

A recent entry that approaches such
challenges differently and focuses on the
application rather than on the infrastructure
is ACCELERANT from ASPEED Software. It
offers the developer a high-level algorithmic
and computational pattern-aware interface
that can be inserted in existing or new appli-
cations. This approach masks the applica-
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tion developer from having to deal with the
middleware and distributed expertise while
providing the resultant application with

the use of the required runtime services to
optimally manage the application execution
across all instantiations of the execution.

An even more challenging variant of Stage
1T applications is one characterized as “impos-
sible” to parallelize. Examples of this variant
are step-wise iterative algorithms, where each
step requires the computation of the previous
one. A simple example is the common sum-
mation technique for adding a sequence of
numbers. You iterate through the sequence of
numbers and at each loop you add the next
number to a tally. It turns out that even these
Stage II variant algorithms can be recast to
be handled like the easier Stage II algorithms,
e.g. a binary tree master-slave algorithm can
be applied to the above summation problem.
This greatly simplifies the programming effort
but obviously requires reverification since the
algorithm has been altered. Other advanced
techniques such as genetic algorithms are also
available but their discussion does not belong
to Web Services Journal — not until there is a
Web services solution for them!

Now let’s move on to how Web services
facilitate grid enabling of a complex com-
pute-intense application and harnessing
the computing power of HPC center for fast
pricing portfolio bond options. The Callable
Bonds Portfolio pricing was selected
because it is a representative class of par-
ticularly complex Monte Carlo simulations
that yield greater accuracy.

Now is as good a time as ever to shed
light on the celebrated Monte Carlo tech-
niques. First, it’s not just a jargon to confuse
the unwary. It’s a real scientific tool. Monte
Carlo techniques are counterintuitive in the
sense that they use probabilities and ran-
dom numbers to solve some very concrete
real-life problems. Buffon’s Needle is one of
the oldest problems in geometrical prob-
ability tackled with Monte Carlo. A needle
is thrown on a lined sheet with a distance
between the lines that is the same as the
length of the needle. Doing the experiment
many times computes the number x (pi) of
the circle, with great accuracy I must say.
You can design a Web service that executes
ranges of millions of throws on a compute

farm. The master control program (server-
side Web service) aggregates the experi-
ments and serves you back the value of pi!

The Use Case Requirements

So let’s talk about the use case designed and
implemented at a buy-side financial services
boutique. The business problem was to price a
portfolio of callable bonds using Monte Carlo
(MC) techniques. Think of a bond as a series of
cash flows. You pay a price to buy it at issue day.
Then every so often, say six months, it pays a
coupon back. At maturity, the bond pays back its
valued principal. Pricing a bond means to access
its value at any given time. One popular way of
pricing is to run complex computational statisti-
cal techniques called Monte Carlo simulations.
Callable bonds have the added complexity that
can be, well...called at any day before maturity.
In order to anticipate the value of a hypothetical
call, you must run additional “what if” scenarios.
This happens to be one of the easier examples of
a huge set of analysis, modeling, pricing, and risk
assessments being used and in need of distribu-
tion in order to run within very stringent time
constraints at an affordable price.

The company had existing C++ legacy code
implementing the pricing model. Some of the
bond portfolio calculations could take over an
hour on the existing hardware. The new busi-
ness requirement was to make the response
time less than 30 seconds. Given the needs and
the current implementation something had to
give, and adding expensive cycles and reengi-
neering the application was very risky — pardon
the pun. The front GUI presented yet another
challenge. The trading desk uses a new Java-
based front-end trading system, but the sales
desk primarily uses Excel spreadsheets for pric-
ing for simplicity and easy of use.

Web Services for Robust
Shared Business Services

After assessing the business objectives
and the technical constraints, the desirable
architecture was in place (see Figure 1). A stra-
tegic decision was made to outsource the IT
infrastructure to a commercial-strength High
Performance center. By lowering the cost of
ownership and increasing availability, the cli-
ent was able to harness on-demand comput-
ing using state-of-the-art equipment. With the
appropriate SLA in place, incremental scalabil-
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Sample input file
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ity turned out to be predictable and affordable.

AWeb service interface provided the single
API to the pricing engine and facilitated the
Shared Business Service for the two LOBs.
Furthermore, it provided an elegant solu-
tion to the technology interoperability gap.
An unforseen benefit was the ability for the
salesman to execute remotely from his lap-
top the Web service at a third- party office or
at the coffee shop nearby (see Figure 2).

The server side of the Web service is the
master/control program starting the com-
putational/slave units on grid configuration
using ASPEED’s ACCELLERANT on-demand
application servers and HP center’s middle-
ware fabric. Each slave component encapsu-
lates the computation aspect of the portfolio
pricing, the C++ legacy code (see Figure 3).

Every time the Web service is called, a
number of slave calculations are fired on the
grid. ACCELLERANT’s on-demand server
provides quality of services such as dynamic
load balancing, fail-over, and managed optimal
response time.

Building the Client Web Service

BEAS 8.1 Platform technology provided the
ideal environment for building the client Web
service call.

1. The first step was to create a Web service con-
trol. This was achieved simply by pointing at
the published Web service URL followed by
?WSDL.:

http://someWebServicesURL/Pricing.

asmx?wsdl

2. The WSDL file received was saved at a local
project directory. Figure 4 shows the input
definition, a segment of the WSDL file.

3. Browse to the project and directory where the
saved WSDL is located.

4. Right-click the WSDL file and select Generate
JCX from WSDL. The resulting JCX file is a
Web service control, which can be used from
the Java client trading system.

Figure 4 shows a simple <XML> input file
that is sent to the Web service.

Conclusion
In this article, I demonstrated how Web
Services play a critical role in two fundamental

ﬁ

areas of distributed parallel computing: infra-
structure middleware and parallelization. I then
defined the three Stages of application distribu-
tion: Stage I, embarrassingly parallel and two
variants of Stage II, complex interdependent;
and “impossible” to parallelize. I concluded with
a case study of parallelizing a Stage II applica-
tion using BEA’ 8.1 platform and ACCELERENT
from ASPEED.

The computational grid and distributed
parallel computing deliver substantial perfor-
mance improvement today. While the stan-
dards are still evolving, practitioners design
and implement missing-critical applications,
doing more at a faster rate in diverse commer-
cial areas, and enjoy-great competitive advan-
tage. Financial services professionals can
execute complex financial models and provide
exotic products to their clients for higher prof-
its while they meet more stringent regulatory
risk requirements and improve the bottom
line through more efficient capital alloca-
tion. Pharmaceutical companies speed up
preclinical and early clinical trials by a factor
of five or more and gain FDA approvals faster.
Manufacturing uses fluid dynamics, executing
on powerful compute farms and connecting
designers via Web services, to deliver faster
simulation and to shorten new product life
cycle while delivering better, cheaper, stronger
products.

Web services play a pivotal role not only
in the infrastructure back-end space, but also
closer to the “final mile.” I predict in the next 18
to 24 months, as the product stack matures and
bandwidth increases, Web services, dynamic
business process choreography, and informal
on-demand networks will be able to tap the idle
power of powerful compute farms, or even com-
muters’ sleepy laptops, and deliver content on
pervasive devices like never before. But remem-
ber, the grid is only as profitable as the applica-
tions you run on it.

Until then, get the grids crunching©
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WSJ: Enterprise Service Bus

Demystifying the ESB

B Like pretty much everything that gets caught up in the IT hype cycle, the en-

terprise service bus (ESB) has taken on mythic capabilities. And, like pretty much

everything that becomes the focus of myth, there’s a kernel of truth embedded

within all those super powers.

o begin the process of sep-
arating fact from fiction,
let’s start with a workable
definition of an ESB.

“An enterprise service bus is an
integration platform that utilizes
Web service standards to support
a wide variety of communications
patterns over multiple transport
protocols and deliver value-added
capabilities.

Now, let’s pick that apart a bit so we can
better understand just what an ESB can
really do.

1. An ESB is an integration platform...

While an ESB can be used to build a stand-
alone application “from scratch,” it’s not ideal
for that purpose. The main competition here
is the various component-based application
runtime platforms such as the J2EE applica-
tion servers and the Microsoft .NET frame-
work. These application runtime platforms are
designed specifically to support development
of new, modular applications where all those
components run within the same environ-
ment. Also, and perhaps more tellingly, J2EE
and .NET applications tend to be more tightly
coupled - each component is written with
specific knowledge of the data and process
semantics of the other components in the
application.

In contrast to that, ESBs are designed to
support the development of composite appli-
cations — applications that involve some new
code “on top of” lots of existing code from
multiple previously built systems. Unlike the
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more tightly coupled architecture of
the typical J2EE or .NET application,
solutions built on an ESB are best
implemented within a loosely coupled
architecture.

2. ...that utilizes web services...

The “service” in enterprise service
bus refers to the architectural concept
in which a component offers to exe-
cute functions on behalf of any other
program that calls the component’s published
API There is a presumption in this pattern
that the called program may change its inter-
nal processing as long as it honors the API
—i.e., as long as the API doesn’t change and as
long as the visible results obtained through
invocation of that API don’t change.

Given that usage, it’s clear that, at least
conceptually, an ESB could use any protocol
as its normative API. However, as a practical
matter the term ESB has become inextricably
intertwined with Web services. As a result, in
the real world of product marketing and ven-
dor-delivered functionality, an ESB uses Web
services to deliver its component-to-compo-
nent connectivity.

3. ...to support a variety of communications
patterns...

Saying that an ESB supports Web services
protocols doesn't limit the communications
patterns that can be delivered by an ESB.
While the predominant Web services-based
application pattern is built around synchro-
nous request/reply interaction between ser-
vice providers and service consumers, an ESB

can and must support a much broader variety
of one-way and two-way, synchronous and
asynchronous program invocation models.

4. ...over multiple transport protocols...

At first glance, it might look like we have
mutually exclusive requirements here. Many
would immediately assume that an ESB that
“utilizes Web services” couldn’t also support
communications “over multiple transport pro-
tocols.” However, a little digging into the most
fundamental Web services standards shows
that Web services can be implemented on top
of a variety of transport protocols. The most
common implementation by far is SOAP over
HTTP But, SOAP can also be implemented
over SMTP or MQSeries or JMS or...well, you
get the picture.

5. ...and deliver value-added capabilities.
We're pretty far along in the process of
building a complete array of standards to sup-
port enterprise services; however, we're still
not very close to the pot of gold at the end of
that rainbow. In short, it will be many years
before we have a complete set of mature and
widely implemented Web services standards
that enable robust, secure, performant, and
highly available communications. In the
meantime, developers will look to the ESB
vendors for the value-added functionality that
the available standards haven't yet addressed.

Now that we've defined an ESB, let’s clarify
its use. While an ESB can certainly be used to
create a brand new, stand-alone, component-
based application, an application server is
probably better suited for that sort of project.
But for ESB fans that's okay, as there are rela-
tively few brand new, stand-alone, compo-
nent-based applications in the development
queue in most enterprises.

On the contrary, most applications that are
being built today are composite applications,
consisting of a combination of a relatively
small amount of new functionality along with
a large amount of existing application logic
and data. And, that design target is the sweet
spot for ESB use.

So, what's required to build and deploy an
ESB? Well, it all starts with the communica-
tions infrastructure that we dealt with in our
definition — an integration platform that utiliz-
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ESB Enablemeni of a
Service Oriented Architectura.

es Web services to support a variety of communi-
cations patterns over multiple transport protocols
while delivering value-added capabilities.

In reality, the ESB products in the market pro-
vide this to varying degrees. Some only support
basic communications capabilities — enabling
simple request/reply interaction with basic con-
nection-level security. Other products enable both
synchronous request/reply as well as asynchro-
nous send/receive and some also add message-
level security along with transaction manage-
ment, logging, and even billing capabilities.

But, regardless of the communications func-
tionality provided by the ESB, that'’s far short of
meeting the complete set of requirements for
developing and delivering a composite applica-
tion. At a minimum, you need three layers of
technology to address your integration needs, and
the communications capabilities that we've just
described only provide the middle layer in that
model.

The bottom layer in our three-tier model
provides the ability to link ESB communications
to the wide variety of applications and data that
need to be leveraged in the typical composite
application. This layer includes tools or compo-
nents that are sometimes referred to as adapters
or wrappers, but that describes only part of what's
needed here. You start with the ability to wrap or
adapt a legacy program or data API to present a
‘Web services interface, but you also need to be
able to readily create and maintain the data trans-
formation logic that’s required to merge data from
multiple applications into one new application.

You also have to be able to create APIs where
none exist today - i.e., you need to be able to
screen scrape those legacy programs that were
never designed to be called by another program.

In the end, the functions needed at this bot-
tom layer of our model can be met by products
that have been traditionally referred to as FAI tools
or integration brokers. There are also vendors who
specialize in providing full function adapters (i.e.,
adapters that include transformation capabilities)
that can be used with a range of integration tools
from other companies. Regardless of where they
come from, you can't really build an ESB-based
application without these adapters, as there just
aren't many legacy and packaged applications in
the typical enterprise that natively supported Web
services interfaces.

In addition to this adapter layer, we need a
layer in our model that sits on top of the ESB’s
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communications functions. Once
data flows from your legacy and
packaged applications through

adapters and transformation
logic and into your ESB, you've
created a basic service-oriented
architecture. But, that’s a bit like
having a Ferrari on cinder blocks.
To take your SOA on the road,
you need an application layer,
including such capabilities as
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FIGURE 1 | An ESB-based service-oriented architecture

ality; portal-based authentica-

tion, authorization and personaliza-

tion; and master data management. In short, you

need a comprehensive application development
toolkit on top of your ESB and adapters/transfor-
mation tools.

Now, you could get an ESB from one vendor
(i.e., an “ESB-only” vendor) and these develop-
ment tools from various other vendors. Or, you
can get all this stuff from a single vendor (i.e., an
“ESB ecosystem” vendor). Which is best for you?

The ESB ecosystem vendors have several
short- and long-term advantages over the ESB-
only vendors.

1. You can buy everything from one vendor,
which generally results in a shorter and simpler
product evaluation and acquisition process,
lower license and maintenance costs, and “one
throat to choke” when issues come up around
support, professional services, and customer
care.

2. Basic ESB functionality is going to become
commoditized, which will endanger the long-
term viability of ESB-only vendors, who will
find it increasingly difficult to differentiate their
products.

3. As the Web services standards mature, both
the perceived and the real value of an ESB will
erode.

These advantages for the ESB ecosystem
vendors call into question the long-term viabil-
ity of the ESB-only vendors. They will either
have to become ESB ecosystem vendors or sell
out to one.

By the way, there are also issues that have
to be evaluated when buying a solution from
an ESB ecosystem vendor. If the vendor has

simply pulled together the components of the
ecosystem through the “late binding” of sepa-
rately developed development tools or (more
commonly) through merger and acquisition
activity, then there will be no synergy in the
product suite except, perhaps, the “one throat
to choke” benefits previously noted.

On the other hand, if the various com-
ponents and tools of the ESB ecosystem are
actually integrated, then there are further ben-
efits that can be realized. For example, a fully
integrated set of ESB-based tools could share a
single repository for development and a single
runtime environment for deployment. This
would allow developers to better implement
reuse strategies by making it easier to find pre-
viously built components. Also, it would be eas-
ier to deploy and manage the solution at run-
time if there were a single runtime console, a
single debugger, a single runtime management
environment, a single security framework, and
a single transaction management engine.

Given all the hype that has surrounded the
ESB marketplace, it's understandable that some
of these issues have been lost in the turmoil.
But, in the end, myths have nothing to do with
getting your applications into the hands of
users. It’s the performance of your tools and
platform software that’s critical. ©
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B Service-oriented architectures (SOA) have become the de facto architecture

of choice for enabling agile business processes via reuseable, coarse-grained

business services. Business services are integrated via exposed technical inter-

faces that increasingly support Web services and XML standards. By adopting the

loosely coupled business service model, IT is better able to support the evolving

business needs of customers, partners, and employees, who access these ser-

vices over multiple channels such as browsers, devices, or other applications.

n order to truly realize the WRITTEN BY compounded by the loosely coupled
promise of reuseable ser- SEKHAR nature of SOA. The solution to this
vices, appropriate controls SARUKKALI problem necessitates the deploy-
have to be put in place T mentof anew generation of SOA

for protecting and ensuring service avail-
ability. Interestingly, while technologists are
focused on XML intruders intercepting Web
service messages, business people, who take
this for granted, are focusing on tracking
and controlling user and application access-
es of these business services. These might
otherwise expose businesses to significant
risk, by exposing sensitive data to the wrong
user, for example.

From a technical perspective, address-
ing this business need for protecting SOA
assets is a complex cross-domain problem
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infrastructure domain services responsible
for authoritative establishment and verifica-
tion of identity. From a business perspec-
tive, this is critical to realizing the benefits
of quicker application development and
deployment, as well as increased system
governance. These services should handle
application, service, device, and other entity
identities, just as user identities were man-
aged in previous generation Web application
deployments. It is also important that this
service plug into an SOA-compliant feder-
ated architecture.

WSJ: Service-Oriented Architecture

L R L

Today’s Solutions Don’t
Deliver Intended Value

An SOA service is all about open protocols
and hidden implementation, while today’s
identity and access solutions are about
exposed implementation (in the form of pro-
prietary APIs) and hidden protocols, which
usually do not rely on the standards that the
SOA backbone relies on.

Solutions deployed today largely depend
on proprietary or tightly coupled integrations
to identity and access servers that support
single sign-on (SSO) functionality and are
integrated with portals or Web servers (see
Figure 1). While this deployment does not
address the issues around all participants in
an SOA, this also breaks one of the funda-
mental premises of a loosely-coupled SOA by
tightly coupling SSO solutions to applications
that are protected. More importantly, not
only is this non-compliant with standards, it
also eradicates the value and corresponding
technical and business benefits of adoption
of an SOA.

In order to break this tight coupling, you
need to rethink how Identity and Access ser-
vices can be deployed as shared infrastructure
services. Such an Identity service easily plugs
into the adopted SOA service bus or messag-
ing standards (such as XML or SOAP over JMS,
HTTP etc.); it is discoverable and addressable,
just as is any other service in the enterprise.

www.wsj2.com



Who Knows “Who is Who" in an SOA?

The establishment of the SOA-enabled
Identity authority addresses the fundamental
question of “who knows who is who” in the
distributed network of applications, users,
devices, and services. This authority acts
as an authoritative SOA “system of record”
that is not only an authority on all legitimate
participants in the application network, but
that can also manage and validate credentials
associated with each of the participants in the
SOA. This is the single logical authority that
validates “who is who” in the SOA.

The legitimacy of each entity participating
in an SOA is established by a Web service—
enabled Domain Identity Service that sup-
ports authentication and authorization of ser-
vices and users, while also acting as an attri-
bute authority for all these entities. Existing
SSO (Access) and IdM (Identity Management)
solutions, put in place for securing Web appli-
cations, need to be enhanced with the follow-
ing two SOA-induced enhancements:

1. Web service enablement of Identity in the
form of a Domain Identity Service (DIS)

2. Identity enablement of Web services that
seamlessly integrates with the DIS

Deployed in a standards-compliant man-
ner, the shared domain-specific Identity
Service becomes a ubiquitously available
application-level Identity service analogous
to DNS for Naming in the lower levels of the
networking stack.

Web Service Enablement

of Identity (DIS)

While establishing the security blueprint for
SOAs, architects should explicitly address the
following concerns:

1. How can IT directly address the business need
of defining, tracking, and enforcing access to
cross-domain business services?

2. How can IT help reduce business operational
risk by eliminating vendor lock-ins via pro-
prietary protocols in the enterprise backbone
(especially for critical Identity-related
services)?

3. How can IT architect better control, avail-
ability, and visibility into service-level access-
related events that can be achieved only with
standardization of interfaces to critical infra-
structure services such as Identity and Access?

www.wsj2.com

Business Benefits of Service Enabling Identity

1. A qgreater level of business-process agility is achieved by providing a mechanism to more quickly and securely monetize new

business services and processes without tight couplings

2. Operational risk is reduced due to the elimination of vendor-specific protocol in the integration backbone

3. Governance is improved due to better auditability of authentication and authorization of service interactions

IT Benefits of Service Enabling Identity

. Provides the ability to leverage existing WSSO investment by simply SOA enabling Identity without mandating SAML

2. Allows for the coexistence of existing deployments (for existing applications) while providing a means to deploy and support a

productized DIS

3. Offers standards compliance with out-of-the-box support for SAML and WS-Security

4. Allows for the easy customization of DIS to enterprise XML/SOAP standards without custom coding

Web service enablement of Identity and its
resultant deployment as Domain Identity Services
is an approach that assess the above concerns.

DIS can have a significant impact on how
securely and effectively applications, people,
and devices can interact in an SOA by elimi-
nating the otherwise proprietary protocol
exceptions necessary to leverage the IdM and
Access solutions. A loose, yet similar, analogy
exists in the traditional world of systems net-
working, wherein an ubiquitous DNS service
that is an authoritative naming authority
significantly enhanced the value of the net-
worked machines by simplifying address-
ability (as names rather than numbers), pro-
viding a scalable cross-domain architecture
for addressing and increasing the value of
networking these systems.

Similarly, in the DIS model, enterprises
should view identity as a service that is ubiq-
uitously available (as a shared infrastructure
service necessary for application network-
ing), rather than as being managed by a
server (such as an Authentication or Access
server). However, unlike a simple DNS-like
naming authority, DIS acts at the application
(or service) level and takes on a more complex
role of not only being an attribute authority,
but also supporting authoritative validation of
named entities participating in an SOA, fed-
eration across domains, and token exchange.

DIS supports the following core interfaces:
* A SOAP/XML registration interface to man-

age entities (at a minimum, Web services
and users) that are to participate in the SOA
* A SOAP/XML interface for querying attri-

il & &3 Probms
m DiLEny
i Ly ]
" e
Sl Al b
FIGURE 1 Traditional model

PORTAL

ORDER

a/pu

Standardized messaging
backbone, loosely coupled

Registr
—~B

SAAS entry

l XML/
{MQ.IMS.HTTP(S)}  [Department _Department

User User2 User3 Aop1 App22 App33

Access USERS  SERVICES ETC.

FIGURE 2 | DIS model

butes associated with entities

¢ A SOAP/XML interface for authentication
and access queries

Plus:

e It should be deployable in a federated envi-
ronment with support for SAML and WS-
Federation

It provides extensibility to support Security
Token Service functionality (such as sup-
port for WS-Trust)

Each of the core interfaces of the DIS
is available as services, via individually
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addressable Web services in a standards-compliant
manner. These services should be part of the SOA
infrastructure, having been established by enter-
prise architects, and should be securely reusable by
any application or service connecting to the same
domain. Cross-domain security is transparently
handled by the local DIS through communication
between multiple DISs via standards such asWS-
Federation.

DIS Functionality

In order to support all of the requirements listed
above, the DIS should support both an extensible
data model that allows for the management of vari-
ous types of identities beyond the identity of people,
and a well-defined functional interface via a docu-
mented protocol utilization, which can be queried
for decisions or actions on behalf of an identity.

Data Model

A DIS manages various entity types (such as
users, services, applications, devices, etc.) that are all
associated with the metadata required for validation
of a claim of identity, the types of tokens associated
with the identity, and the arbitrary metadata that
is specific to the type of entity under management.
In addition, a set of entities (such as a list of unique
users, applications, devices, etc.), each of which
belongs to one of the entity types, is stored and
managed by the Identity Authority Service.

Functional Interface
The functional interface to this service exposes
four types of operations:
1. Administration
2. Issuance
3. Validation
4. Exchange

Administration: Allows administrators to
provision new Identity types and Identities sup-
porting the complete life cycle, including all the
customary CRUD (Create, Read, Update, Delete)
functionality, in a delegated and federated man-
ner (see Figure 3).

Issuance: Given a claim, the DIS service
returns a token in some configurable form that
can later be presented by the holder of the claim
to gain access to services in the SOA network (see
Figure 4).

Validation: Given a token, the DIS returns a
decision on whether the owner of the token is
allowed to perform a function in the SOA network
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—including continued access to the application,
or authorization to specific operations in the
network (see Figure 5).

Exchange: Given a token, the DIS returns a
token of an alternate form, enabling the support
for heterogeneity in token formats within and
across SOA networks (see Figure 6).

Standards such as WS-Trust and SAML provide
the ideal interfaces to expose DIS service function-
ality for the issuance, validation, and exchange of
tokens. Standards around the administration of
different identities do not exist, but can be exposed
via customizable SOAP interfaces.

Identity Enablement

of Web Services

Once the DIS is put in place, the deployment
architecture should support a declarative mecha-
nism to enforce the use of the DIS services without
developer involvement. In this model, all inbound
messages to a Web service are automatically inter-
cepted and authentication and authorization rules
are enforced by leveraging the DIS via standard
protocols. This level of seamless use of Identity
services constitutes Identity enablement of Web
services.

As enterprises roll out Web services, they are
often challenged by reasoning about the identities
of applications or other Web services that are actu-
ally invoking the service via the published service
interface; this is unlike the previous Web situation
in which end users were typically involved in pre-
senting credentials via browser forms in order to
authenticate and get access to a URL. In the case of
applications invoking services, the following issues
need resolution:

1. How does a consuming application securely
bind itself to its credentials?

2. How does this application communicate its
credential for authentication to the Web service
being consumed?

3. How does the recipient service validate the
credentials and access rights of the application
trying to invoke an operation on the service?

4. How do you support cross-domain Web service
interactions?

Table 1 shows a simplified comparison
between the process of protecting Web services
in an SOA and the process that comprises tra-
ditional SSO solutions commonly deployed for
protecting Web sites.

There are additional considerations that need
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Exchange

to be incorporated into the solution. In many
practical deployment situations, services do not
always authenticate and authorize other services
only. Instead, they may need to authenticate or
authorize the end user, consuming application,
or a combination of both.

As shown in Figure 7, Identity-enabled
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Web Sites Web Services/SOA

Entities (people) bind to a protected private secret (in
the form of a password) and to a public identity (in the
form of a username or e-mail address, etc.)

All SOA components (services) are associated with a unique Identity that is also registered in the DIS. In the absence of a DIS, a “ghost” user that
represents the component is created in the same IdM solution used for managing people identities. The private and public information associated with
the application component is communicated to the administrator of the service, who is responsible for making it accessible to the service — in many
situations doing so by further protecting the application credentials with administrator credentials (such as password protection or encryption of the
application credentials)

Credentials are typically communicated as username/
passwords, propagated as http headers over a secure
transport (such as SSL)

Credentials are inserted by a client-side agent or by the consuming application into HTTP headers or preferably as tokens in the WS-Security
headers (or occasionally custom SOAP header variables), such as username token, binary tokens (for X509 certs or proprietary SSO tokens),
or SAML assertions, etc.

A Web server plug-in extracts the credentials from the
header and invokes an Access server that validates the
user credentials, and on success returns an SSO token
for future use

Credentials or claims are validated by a service-side policy enforcer (such as Gateway or an agent) that extracts the credentials/claims from configurable
header variables and queries the DIS for an authoritative response for authentication or authorization

Integrate with an SAML service supporting browser
and artifact profiles. Full-fledged federation via
WS-Federation

Integrate with an SAML service supporting WS-Security profile. Full-fledged federation via WS-Federation

Protecting Web Services in an SOA versus traditional SSO solutions

Web services can handle different types of subject
credentials, depending on trust relationships. The
three primary types of credentials used to validate
access to a service are:

1. End-user credentials that are required for
authentication of end users at the Web service.
Independent of the path through which the
user transaction indirectly reaches the service,
the policy enforcers extract the credentials
from configurable locations associated with the
context of the message, and authenticate and
authorize service access using the DIS.

2. If the service has a trust relationship with
another application (such as a portal or a part-
ner application) established via mutual trust
based on X509 certificates, the service needs
to only authenticate the application accessing
the service, rather than the end user. End-user
identity may be passed along in the message
context (via SAML assertions, SSO cookies, etc.)
for authorization purposes, but there is no need
for user credentials to be propagated beyond
the application that the user directly accesses.

3. In certain situations, the service may require
both the consuming application and user cre-
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dentials, and in this scenario, the policy enforc-
er is configured to both look for credentials and
perform appropriate access controls.

In all these cases, if an SAML token or an SSO
cookie is not already present, the policy enforcer
may optionally insert such a token for future
downstream use of the token for reduced sign-on
needs. In certain other situations, fine-grained
authorization needs may require communication
with the DIS for querying subject attributes for
further rule processing via pluggable entitlement
engines.

By centrally managing both user and applica-
tion identities in the DIS, the policy enforcers do
not have to worry about separate infrastructures
for allowing access based on user or application
Identities, thus simplifying deployment and easing
auditability of access to services.

Summary

Enterprises should view identity-enabling
Web service and Web service-enabling identity as
two sides of the same coin that forms the corner-
stone on which to develop a strong security foun-

A M P AT (& =]

Identity-enabled Web services

dation for an SOA. By viewing Identity across the
domain as a service that is ubiquitously available,
enterprises can better handle the management
of proliferating services in an SOA while meeting
governance requirements and setting the right
scalable architecture in place for the long-term
reliance on identity as a core business asset. ©
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ices platforms. Through its developer program, eBay enables third parties to create cutting-edge Web services applica-
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Moderator: Onno Kluyt, Sr Director & Chair, JCP Program, Sun Microsystems Though SOA
(.NET-3) Go With The (.NET-3B)
4:00 (J-3) The ROI of a Java-Rich Client | Flow — Human Workflow | Techniques with (WS-3) The XML Data Challenge
Services in BizTalk 2004 | Visual Basic.NET

5:00 Opening Night Reception

Java .NET Web Services
7:30 Registration
8:00 FREE Tutorial — Thom Robbins, Microsoft — The Next Generation of Visual Studio (free with VIP preregistration)

(J-4) Web Services End-to-End (.NET-4) The Microsoft Framework: An Agile
9:00 Security on J2EE: Gaps and Software Development Process for Building (WS-4) How To Bulletproof Your Web Services
Proposed Solutions Web Service Applications
) (.NET-5) Web Services Security for Dummies (WS-5) The Role of Policy in Web Services
10:00 (J-5) J2ME and Eclipse with WSE2 Integration — It's More Than Just Security
11:00 Keynote — Ari Bixhorn, Director, Web Services Stategies, Microsoft Corporation
12:00 EXPO OPEN (12 pm.—4 P.M.)
3:00 Application Server Shootout
'NET-6) Securing Service- .NET-
4:00 (J-6) The Impact of JBoss and Mono (OrienteL Arclfjli{egﬂ_lre vlvith h&é\‘TELti?Z):g;iitlﬁy (WS-6) B2B Policy Enforcement:
" on the Application Server Market Microsoft's WSE 2.0 .and App. Integration The Third Rail of SOA Implementation
(+-7) Migrating Enterprise Applications ‘ﬁﬁlﬂ’nmﬁﬂﬂ“ « ('Nﬁég)ﬁj‘ﬁﬁﬂgda"d (WS-7) Driving SOA Governance

5:00 Between J2EE Application Servers Object s, . ASPNET Web Controls 9
6:00 Cabana Night — Hosted by INETA

Java

NET

Web Services

7:30 Registration
8:00 FREE Tutorial — Patrick Hynds and Duane Laflotte, Critical Sites — Security, The New Reality (free with VIP preregistration)
(J-8) Design Patterns and Project
9:00 Organizational Techniques for “Write (.NET-8) Migrating ASP to ASP.NET (WS-8) SOA: From Pattern to Production
Once, Debug Everywhere”
(J-9) Using Grid Computing with Web NET-9) Smart Client Devel t with th (WS-9) High Performance (WS-9B) Effective Risk
10:00 Services and J2EE to Create Internet- | NE'O) (I)r;f?ine A:r;ﬁﬁ;\ilgnogmga WIERE 1 \Web Services — Tackling | Abatement and Success in
based SOAs Scalability and Speed a Service-Oriented World
11:00 Keynote — Mike Milinkovich, Executive Director, Eclipse Foundation
12:00 EXPO OPEN (12 p.m.—4 P.M.)
(0-10) Java Web Services (WS-10) So You Want an SOA: Best Practices
. - V. vi ~ for Migrating Toward Service Orientation
3:00 Programming Tips & Tricks (NET-10) CLR Internals o ?n the Enterprise
(J-11) JCP Program: How the Java -_ )
4:00 Technology Binary Software Standard Visit Web site for update (WS-11) Four Abilities SOA Wil Lack

is Managed and Evolves

Without a Registry

The program, including topics and times, is subject to change. Please refer to www.sys-con.com for all updates.




WS Security

Case Study

Novell.

FREE Web Services Security

FREE Tutorial —Aaron Williams, JCP, Developing Web Services Using Java Technology

Tutorial Presented by Novell
Using a Web Services Framework

(WSS-1) Identity in SOA

(CS-1) Developing E-Commerce Applications
with Web Services

to Build SOA Applications

Tuesday, Feb. 15
8:00 A.m. — 11:00 A.m.

(WSS-2) Securing Web Services
with WS-Security

(CS-2) Developing Enterprise Class Web Services

FREE Tutorial Presented by

Java Community Process

Developing Web Services
Using Java Technologies

(CS-3) Service-Oriented Development on NetKernel —
Patterns, processes and product to
reduce the complexity of IT systems

Tuesday, Feb. 15
8:00 A.m. — 11:00 A.m.

(WSS-3) Anatomy of a Web Services Attack

WS Security Case Study _[ -
Microsoft: —

G
el Community
Java Process

Free Tutorials with VIP Preregistration ONLY!

FREE

(WSS-4) Using Mobile Phones as an SSO
Authentication Device in SOA Solutions

(CS-4) Orchestrating FORCEnet Engagement
Packs with BPEL for Web Services

.NET Tutorial

(WSS-5) Building Intelligent Enterprises with
Novell’s Identity-Driven Computing

(CS-5) CPI: A Globally Integrated Problem-Tracking
and Resolution System Using Java Web Services

Presented by
Microsoft

The Next Generation

of Visual Studio
Thom Robbins

(WSS-6) XML Content Attacks

(CS-6) The Transformation of SiteRefresh
into a Web Services

Wednesday, Feb. 16

(WSS-7) The Interoperability Challenge of Web
Services Security Standards

8:00 A.m. — 11:00 A.m.

Free Tutorials with VIP Preregistration ONLY!

WS Security

Case Study

_ - Critical
“eites

FREE

.NET Tutorial
Presented hy

n)
SS-8) Transitioning Successfully to SOA . . .
ar(lYiV Web )ServiceS' Buiglding the Infrgstru cture (CS-8) Using SOA and Web Services to Issue Business
for .SO A Growth Licenses in the District of Columbia
in Visit Web site for update (CS-9) Developing Web Services with Eclipse
d

Critical Sites

Security,

The New Reality

Patrick Hynds

Thursday, Feb. 17
8:00 A.m. — 11:00 A.Mm.

Free Tutorials with VIP Preregistration ONLY!

The program, including topics and times, is subject to change. Please refer to www.sys-con.com for all updates.
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WEB SERVIGES TRACK

WS-1 Ensuring Web Services Interoperability
CHRIS Fernris, IBM
Tuesday, February 15, 2005 9:00 A.m. — 9:50 A.M.

Despite the open industry standards that underlie Web services, interoper-
ability has been a key challenge for vendors and customers implementing
Web services. One reason for this is that the relevant industry standards
often permit multiple acceptable implementation alternatives. This presenta-
tion will discuss in detail the challenge of Web services interoperability and
the role played by the premier industry organization formed to address it, the
Web Services Interoperability Organization. In particular, the presentation will
cover the critical importance of WS-I profiles to an organization’s Web serv-
ices initiatives, including the manner in which companies can put WS-I pro-
files immediately to work.

BIO: chris Ferris is chair of the WS-I Basic Profile Working Group

and a senior technical staff member with IBM’s Emerging

Technology Group. He has been actively engaged in open stan-
dards development for XML and Web services since 1999 and is an elected
member of the OASIS Technical Advisory Board. Chris is also a coauthor
and editor of the WS-Reliable Messaging specification.

WS-2 Web Services Standards:

Going Behind the Mask

GLEN DANIELS, SONIC SOFTWARE

Tuesday, February 15, 2005 10:00 A.m. — 10:50 A.m.

Web services and service-oriented architectures (SOAs) are emerging as an
integral part of the enterprise IT strategy. According to a recent IDC study,
Web services — related revenue is expected to triple from $1.1 billion
worldwide in 2003, to $3.4 billion in 2004, and $16.6 billion by 2008. As
SOAs proliferate and the number of Web services added to them increases,
standards will play an increasingly significant role. This session will look at
the state of key Web services standards such as WS-Choreography, WS-
Reliability and WS-ReliableMessaging, SOAP/MTOM/XOP, WSDL, XPath,
XQuery, and WS-Notification as well as related Java standards and open
source efforts. It will also look at the organizational impact of standards
adoption in the industry.

BIO: Glen Daniels is manager of standards and consortia at Sonic

Software and coauthor of Building Web Services with Java. He has

been working with Web services technologies since their inception
in the late "90s, and in addition to developing products and helping to found
Apache’s Axis project, he has been an active participant in standards bodies
such as the W3C, and a member of the SOAPBuilders interoperability group.

WS-2B Solving Complex Business Problems
Though SOA

JoHn DALY, NETNUMINA
Tuesday, February 15, 2005 3:00 p.m. — 3:50 P.M.
E BIO: John Daly is a recognized leader in service oriented archi-

tecture, enterprise wide integration and business intelligence. As

Managing Director of netNumina, a leading firm focused on finan-
cial service, pharmaceutical and other fortune 100 companies, he is respon-
sible for helping companies solve complex business problems by delivering
sophisticated technology solutions that combine proven technologies with
cutting edge thinking. John's ability to deliver technological solutions specifi-
cally designed for the user experience separates his approach from those of
netNumina's competitors.

WS-3 The XML Data Challenge
JONATHAN BRUCE, DATADIRECT TECHNOLOGIES
Tuesday, February 15, 2005 4:00 p.m. — 4:50 p.M.

Most businesses store and query data with relational databases but need to
use Extensible Markup Language (XML) to exchange and display data on
the Web and with vendors and partners. As a result, programmers need to
deal with both relational and XML data, often at the same time. Emerging
standards such as XQuery, XQJ, and SQL/XML, promise to revolutionize data
exchange and the ways applications are developed, deployed, and utilized.
Learn the key facts about these standards, including what they mean, when

they will be available, and what you, the developer, can do to prepare.

BIO: As the XML Product Manager at DataDirect Technologies, Nancy
Vodicka is responsible for DataDirect Connect for SQL/XML, a database-
independent SQL/XML implementation that is currently shipping, and
DataDirect XQuery, a database-independent XQuery implementation that is
currently in development. Nancy has more than 15 years experience in the
software industry working with technologies such as XML, Web services,
relational databases, and SQL.

WS-4 How To Bulletproof Your Web Services
Davip McCaws, PArRASOFT
Wednesday, February 16, 2005 9:00 A.m. — 9:50 A.Mm.

Web services are gaining industry-wide acceptance and usage and are
moving from proof-of-concept deployments to actual usage in mission-criti-
cal enterprise applications. Web services range from major services such as
storage management and customer relationship management to much
more limited services such as furnishing stock quotes or providing weather
information. As companies and consumers begin to rely more and more on
Web services, the need for developing reliable, high-quality Web services is
even stronger. This session will explain issues specific to Web services and
will illustrate solid engineering and testing practices required to ensure
complete Web service functionality, interoperability, and security. Whether
creating Web services from scratch or integrating a legacy back-end server
via Web services, the practices and principles outlined in this session will
be of great benefit.

BIO: pavid McCaw has over eight years of experience in helping

software development teams improve quality throughout the

development process. Over the last three years, he has led the
Parasoft Web Services Solutions team, which has developed an industry-
leading approach for Web services testing. He has implemented Web ser-
vice quality solutions for development groups in organizations such as
Sabre-Holdings, Yahoo! Overture, and McGraw-Hill. McCaw has an exten-
sive background in the areas of Java and Web service reliability, perform-
ance, and security. He is involved with OASIS and WS-I, and is a frequent
speaker at industry events.

WS-5 The Role of Policy in Web Services
Integration - It’s More Than Just Security
Touric BouBez, LAYER 7 TECHNOLOGIES

Wedneday, February 16, 2005 10:00 A.m. — 10:50 A.m.

Too often today the preferences, terms, and conditions describing how a
Web service behaves when discovered and invoked is programmed right into
the business logic. Hard-coding this behavior logic however introduces cost,
complexity, and rigidity into a Web services architecture. A better approach is
to abstract a Web services usage “policy” out of code where this metadata
can be managed as need be. This session introduces the concept of Web
Services Policy and describes how the construct can be used to implement a
more customized and versatile Web service infrastructure.

BIO: Toufic Boubez is a well-respected and renowned Web servic-
)a es visionary. Prior to cofounding Layer 7 Technologies, Toufic was
the chief Web services architect for IBM’s Software Group and drove
their early XML and Web services strategies. He is a sought-after presenter
and has chaired many XML and Web services conferences. He is an author of
many publications and his most recent book is the top-selling Building Web

Services with Java: Making Sense of XML, SOAR WSDL ,and UDDI.

WS-6 B2B Policy Enforcement:

The Third Rail of SOA Implementation
ALISTAIR FARQUHARSON, DIGITAL EvoLuTION

Wednesday, February 16, 2005 4:00 p.m. — 4:50 P.m.

One of the great benefits of a service-oriented architecture is the ability it
gives you to extend programmatic, integration capabilities to business part-
ners. Going beyond simple sharing of data with partners, SOA enables true
B2B application integration. At the same time, this capability creates a vex-
ing security policy enforcement dilemma. How can you be sure that a user
from a partner organization is actually authorized to integrate with your
applications? How can you authenticate that user? Do you even want that
headache in the first place? This session will discuss the issues that arise
in B2B security policy enforcement and explore several proven approaches

VIST WWW.Sys-con.com/edge FoR TIMES & SCHEDULES
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to solving the problem. In particular, it will focus on the emerging technolo-
gy of XML Virtual Private Networks (XML-VPNs) and their potential to miti-
gate security policy enforcement issues in B2B SOA implementations.

BIO: piistair Farquharson is the CTO of Digital Evolution, where
; he spearheads product development and provides thought leader-
i ship to enterprise customers implementing Web services. His
skills span many industries and include designing and implementing sys-
tem architectures, as well as spearheading initiatives such as develop-
ment/team lead. He is an expert in custom-application development, dis-

tributed environments, architecting scalable hardware and software appli-
cations and systems, and Web services application development.

WS-7 Driving SOA Governance
BRENT CARLSON, LOGICLIBRARY
Wednesday, February 16, 2005 5:00 p.m. — 5:50 P.m.

In the past year, Web services and service-oriented architectures (SOAs)
have become mainstream because of their ability to provide business agili-
ty and flexibility through integration, productivity, and reuse. With SOA
enablement on the rise, IT groups must address SOA governance as a
means of controlling what and how services located within an SOA are
deployed. This session will discuss SOA governance, specifically how an
organization can manage and control assets and artifacts located within
an enterprise, while ensuring that deployed assets meet an organization’s
business and technical architectural standards. It will also outline gover-
nance best practices such as monitoring the UDDI publish process in order
to seamlessly tie together the development and operational views of Web
services within the enterprise.

BIO: Brent Carlson drives the development and delivery of

LogicLibrary’s products. He is a 17-year veteran of IBM, where he

served as lead architect for the WebSphere Business Components
project and held numerous leadership roles on the “IBM San Francisco
Project.” He is a member of the Eclipse Board of Stewards and a BEA
Regional Director.

WS-8 SOA: From Pattern to Production
Davip CHAPPELL, SONIC SOFTWARE
Thursday, February 17,2005 9:00 A.m. — 9:50 A.m.

Service-oriented architecture (SOA) represents the opportunity to achieve
broad-scale interoperability, while providing the flexibility required to contin-
ually adapt technology to business requirements. No small feat, particularly
when one considers the extent and complexity of today’s IT environments.
As both a technology concept and IT discipline, the challenge inherent in
SOAs is maintaining the right architectural approach. If all services in an
SOA are treated as interdependent point-to-point interfaces, then the
complexity of implementing and maintaining them in this spaghetti-like
architecture becomes enormous. The enterprise service bus (ESB) has
emerged as one of the first true SOA product offerings, bringing SOA
from pattern to production. ESBs provide a framework for building and
deploying an event-driven, enterprise SOA and accommodates the con-
figuration, hosting, and management of integration components as serv-
ices across the business.

I B/0: vp and chief technology evangelist for Sonic Software,
L Dave Chappell has over 18 years of experience in the software

industry covering a broad range of roles including R&D, code-
slinger, sales, support, and marketing. He also has extensive experience
in distributed computing, including message-oriented middleware,
CORBA, COM, and Web application server infrastructure.

WS-9 High Performance Web Services -
Tackling Scalability and Speed

SAMEER TYAGI, SUN MICROSYSTEMS

Thursday, February 17, 2005 10:00 A.m. — 10:50 A.m.

Web services facilitate application-to-application integration and interop-
erability across different platforms. However, critics usually point to an
inefficient processing model and bandwidth requirements for developing
Web services. This is often cited as a reason why Web services cannot
perform and scale well in production environments. This session takes a
detailed look at performance and scalability issues around Web services
in the real world, as well as strategies that architects and developers

ces Conference & Expo

can adopt to mitigate such risks in these applications. Some analytical
and modeling strategies that enable acceptable application performance
will also be covered.

BIO: Sameer Tyagi works as a senior Java architect with Sun

Microsystems. He remains focused on architecture, design,

and implementation of large-scale enterprise applications with
Java technology. His publications include industry periodicals and books
on Java and J2EE technologies including Java Web Services
Architecture.

WS-9B Effective Risk Abatement and Success
in a Service-Oriented World

PauL Lipton, CompUTER ASSOCIATES

Thursday, February 17,2005 10:00 A.m. — 10:50 A.m.

IT leaders are hoping to leverage the benefits inherent in Web services and
Service-Oriented Architectures (SOA) to enable their businesses to be far more
competitive and to find new operational efficiencies. But, can we depend on
these new technologies and approaches? Management and security are a
common concern today and this session provides the necessary background
and perspective on both the business and the technical issues. We will exam-
ine important principles and recommendations using real-world examples to
illustrate key concepts.

™| BIO: Paul Lipton is a senior architect in the Web services and
|11 application management team at Computer Associates (CA) as
=N wellasa Strategist in the Office of the CTO. He has been an archi-
tect and developer of enterprise systems for over 20 years, and has worked
closely with key CA customers to solve important business challenges
through the creation of manageable, mission-critical distributed solutions.

WS-10 So You Want an SOA: Best Practices
for Migrating Toward Service Orientation

in the Enterprise

Eric Newcomer, IONA

Thursday, February 17,2005 3:00 p.m. — 3:50 P.m.

Replacing complex, monolithic applications with nimble applications built
from exposed services promises increased developer productivity, greater
flexibility, and ultimately reduced cost. The adoption of Web services and
SOA can also remove a significant level of complexity and integration prob-
lems from enterprise application development projects. But, as with any
large-scale project, IT departments must have the right plan and the right
resources in place to ensure a successful transformation of their computing
infrastructure. This article will explore what IT organizations need to know
to be successful in their attempts to migrate the enterprise to a service-ori-
ented architecture.

YN BIO: In the role of chief technology officer at IONA, Eric

5 Newcomer is responsible for IONA's technology roadmap and the
‘ direction of IONA’s e-business platforms as relates to standards
adoption, architecture, and product design.

WS-11 Four Abilities SOA Will Lack
Without a Registry

Luc CLEMENT, SYSTINET

Thursday, February 17,2005 4:00 p.m. — 4:50 P.m.

A service-oriented architecture (SOA) is the design blueprint for seamless
connectivity between business processes and IT infrastructure, enabling
innovation and improving productivity. SOA provides the most efficient,
standard way to dynamically interoperate with any customer, supplier,
product or employee. SOA makes integration intrinsic. Web services are
the foundation building blocks of an SOA, and they are already proliferating
inside most enterprises. In an SOA, Web services become business servic-
es with the ability to perform a particular function or access data dynami-
cally. This presentation will discuss the four abilities that a registry pro-
vides for an SOA.

BIO: Luc Clement is director of product marketing, SOA Registry
for Systinet. He is also cochair for the UDDI Specification
Technical Committee. Formerly Microsoft UDDI Program Manager,

Luc is well known in the UDDI community and has been heavily involved
with the UDDI specification for several years.

VIST WWw.sys-con.com/edge FoR TIMES & SCHEDULES
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WEB SERVICES SECURITY
TRACK

WSS-1 Identity in SOA

SEKHAR SARUKKAI, OBLIX

Tuesday, February 15,2005 9:00 A.m. — 9:50 A.Mm.

The mainstreaming of SOAs requires a more general approach to the
notion of identities — beyond simply central management of people identi-
ties and into the realm of managing applications, devices, and other iden-
tities that represent entities that are first-class participants in this appli-
cation network while also providing this as a pluggable service into the
larger enterprise SOA. Enterprises should view identity as a service that
is ubiquitously available and is a shared infrastructure service necessary
for application networking, rather than as being managed by a server,
such as an Authentication or Access server. While it makes architectural
sense to consider an Identity service, there are business and related driv-
ers that may force the need to deploy such an architecture.

BIO: sekhar Sarukkai is currently a technical architect at Oblix. He was
the original founder and CTO of Confluent Software, a leading Web services
management company, which was acquired by Oblix in 2004. He holds a
PhD in computer science from Indiana University.

Attend a -REE Tutorial

Thursday, February 17, 2005, 8 -11 a.m.

Using a Web Services
Framework to Build SOA
Applications

AsHisH LARIVEE
ASHISH LARIVEE, NoVELL
Service-oriented architecture (SOA) has quickly taken center stage as
the primary development style of the next decade and beyond.
Businesses of all types are preparing for the SOA revolution that
promises consistency of process, reduction in duplicate work, ease of
maintenance, service reusability and broad interoperability. The Web
Services Framework (WSF) is the foundation that can deliver on the
promise of SOA. Come learn about the components of an SOA
including the core WSF standards. Attend this free Novell tutorial and
learn about the future of SOA-style development, including legacy
system enablement, platform interoperability, open source in SOA
and building composite applications that leverage SOA services using
Novell exteNd. In this session, we will create SOA application logic
that orchestrates legacy services, JBoss4 Web services and MS.Net
Web services. We will create Web services in Novell exteNd, Eclipse
and Visual Studio respectively. We will then orchestrate these Web
services and expose a single course,

N ove I I process level interface to public Web

service consumers. Finally, we will cre-
* Free Tutorials with VIP Preregistration ONLY!

WSS-2 Securing Web Services

with WS-Security

DR. JoTHY ROSENBERG, SERVICE INTEGRITY

Tuesday, February 15,2005 10:00 A.m. — 10:50 A.m.

An up-to-date, comprehensive, and practical discussion of Web services

security, and the first to cover the final release of new standards SAML 1.1

and WS-Security. Comprehensive coverage and practical examples of the

industry standards XML Signature and XML Encryption will be presented.

and CTO of Service Integrity, a company that helps Web service opera-
tors see, measure, understand and fully leverage operational and busi-

ness information flowing across their Web service networks. Prior to this venture,
Jothy cofounded GeoTrust, the world’s second largest certificate authority.

BIO: b. Jothy Rosenberg is a serial entrepreneur. He is a founder

WSS-3 Anatomy of a Web Services Attack

Mamoon Yunus, Forum SYSTEMS
Tuesday, February 15, 2005 4:00 p.m. — 4:50 p.M.

A broad range of new security threats is facing enterprises implement-
ing XML Web services, leaving the enterprises open to financial risks,
loss of property, and tarnished reputations. The basic rules of security —
authentication, authorization, and auditing — no longer provide adequate
security in the new world of straight-through processing paths into mis-
sion-critical systems. What's worse, WSDL documents provide a guide
book to security exposure. Most attacks on traditional Web-based appli-
cations exploit weaknesses in HTML-enabled custom, or packaged,
applications. However, hackers and other malicious users are quickly
uncovering new techniques at the SOAP/XML data level that bypass
HTML and target weaknesses in Web services programming, technology,
and architecture. This session will outline the innovative techniques that
hackers use to map out the vulnerabilities of an organization’s network,
and how Web server security must now complement Web services
security in order to provide an adequate defense.

BIO: Mamoon Yunus, CTO of Forum Systems, was previously a

global systems engineer for webMethods, where he developed

business integration strategy and architecture for Global 2000
companies. He is an industry-honored CTO in advanced technological solu-
tions for enterprise customers.

WSS-4 Using Mobile Phones as an SSO
Authentication Device in SOA Solutions
DR. MicHAEL JUNTAO YUAN, UNIVERSITY OF TEXAS

Wednesday, February 16, 2005 9:00 A.m. — 9:50 A.m.

Federated identity management across multiple single-sign-on domains
is a major challenge for SOA-based solutions to fully realize its business
potential. The traditional username/password combination is often too
weak to protect the extremely sensitive single-sign-on credentials. The
new-generation mobile phones could be used to identify and authorize
users for SOA services. The device-based authentication scheme
depends on not only “what you know” but also “what you own.” This
session will discuss new advances in Java-based mobile devices to
interoperate with Sun’s Liberty Alliance Services.

BIO: br. Michael Juntao Yuan is an author, developer, and software archi-
tect for end-to-end mobile software. He is a contributing editor to JDJ and
a frequent contributor to many developer forums and publications. He is the
author of two books. Michael has a PhD from the University of Texas at
Austin and teaches information systems at the college level.

WSS-5 Building Intelligent Enterprises with
Novell’s Identity-Driven Computing

ASHISH LARIVEE, NOVELL

Wednesday, February 16, 2005 10:00 A.m. — 10:50 A.m.

Companies are now facing complexities dealing with issues such as regu-
latory compliance and security while still providing for company-wide col-
laboration between employees, partners, and suppliers. Identity systems
are becoming a crucial component of applications, enabling developers to
take advantage of a new set of services that know who you are, where
you are, what you are trying to do, and can adapt to your changing busi-
ness needs. Identity-driven computing addresses these problems by
applying best practices learned from Novell’s leadership in identity man-
agement for the management of people to all aspects of an enterprise,
including servers, PCs, devices, applications, and even Web services.This
presentation will outline identity-driven computing, describe the attributes
of an identity-driven application, and discuss steps enterprises can take
to make the transition to an identity-driven computing environment.

BIO: with more than nine years of experience in the software

industry, Ashish Larivee has designed and developed many enter-

prise applications across a variety of platforms, including Microsoft,
Lotus Notes/Domino, and J2EE. In 1999, Ashish joined SilverStream Software,
acquired by Novell in July 2002, and has served in various roles in consulting,
development, and technical marketing. In her current role, she helps define
the strategy and product direction across Novell’s Web Application
Development Products.
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WSS-6 XML Content Attacks

GIRISH JUNEJA, SARVEGA, INC.

Wednesday, February 16,2005 4:00 .M. — 4:50 P.m.

This talk defines a new class of threats, XML Content Attacks, and differenti-
ates these threats from more general Web services attacks and XML security-
based attacks. These three related but distinct threat areas are explained. The
talk covers XML Content Attacks with regard to tree-based parsing exploits
related to coercive parsing, node-depth attacks, and DOM. XML grammar val-
idation exploits such as schema poisoning and lax-content models are dis-
cussed, and why traditional schema validation cannot ensure content-model
consistency. Web services attacks like WSDL scanning and parameter tam-
pering (SQL Injection, SOAP array attack) are discussed — highlighting com-
mon mistakes made when applying message-level security (WS-Security).

BIO: Girish Juneja has more than 15 years’ experience in the high technology
industry with extensive product management, product strategy, engineering
management, and technology marketing expertise. He is the cofounder of
Sarvega. Since Sarvega’s inception, Girish has led the Sarvega engineering and
customer services organizations to develop Sarvega’s industry-leading core
XESOS technology and XML Networking products.

WSS-7 The Interoperability Challenge of
Web Services Security Standards

Eve MALER, SN MICROSYSTEMS

Wednesday, February 16, 2005 5:00 p.m. — 5:50 P.m.

The Web Services Interoperability Organization chartered its Basic Security
Profile Working Group to develop an interoperability profile involving transport

layer security, SOAP message layer security, encryption, signatures, and other
security considerations. This session will discuss the interoperability challenges
presented by current Web services security standards and the work of the WS-I
Basic Security Profile. The session will highlight typical Web services security
threats and countermeasures and the related design goals, usage conventions,
and conformance testing of the soon-to-be-released Basic Security Profile.

BIO: Eve Maler is an XML standards architect at Sun Microsystems, where
she coordinates Sun’s involvement with Web services security standards
such as SAML and the WS-I Basic Security Profile.

WSS-8 Transitioning Successfully to SOA

and Web Services: Building the

Infrastructure for SOA Growth

Dan Foopy, AcTionAL

Thursday, February 17,2005 9:00 A.m. — 9:50 A.m.

This session will address how to approach service-oriented architecture (SOA)

management from a project-based level while still allowing room for future

expansion and incremental growth to an enterprise-wide SOA. The session will

provide valuable insight into how SOA management can help organizations

ease the complexity of moving toward a loosely coupled environment.

- experience in enterprise systems software toward designing
robust and manageable service-oriented architectures. He is an

active participant in the Web services standards community, including WS-

and 0ASIS, where he spearheads Actional’s contributions on the OASIS Web
Services Distributed Management Committee (WSDM).

BIO: As CTO at Actional, Dan Foody leverages his extensive
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Generating XML

Instances from Flat Files
Indroniel Deb Roy

Enterprise applications such as banking,
healthcare, and so on still use flat files to
import/export data between applications.
Flat files contain machine-readable data that
is typically encoded in printable characters.
There is a growing need for these
applications to interact with XML-aware
applications and Web services, and to satisfy
this need these applications must convert
flat file data to an XML format.

Top Five Traps in

lnstan’ces from

a “Content Supply Chain”
Dan Dube

Before the information age, car manufactur-
ers only made cars, libraries only stored
books, and newspapers only printed the
news. Now, however, companies from all
industries are realizing that in addition to
what they do, they are also publishers, and

there is a learning curve.

XML-Based Interop, Close up

n addition to the strategy side of Web services, there is also the protocol-oriented side of

things, the XML side. Embracing not only XML itself but also the full range of mainstream

XML-based technologies like XPath, XSLT, XML Schema, and SOAP, XML-Journal has been
delivering insightful articles to the world of developers and development managers since the
year 2000.

It is our privilege to bring XML-Journal directly to readers of Web Services Journal, and vice versa.
Anyone already familiar with the Web services world of SOAB, UDDI, and WSDL will find here
articles and features each month that will interest them — about the cutting-edge technologies
and latest products that are changing not
only our industry, but the way the world
exchanges information. To make it easy
for you to find your way around, we
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WRITTEN BY
Indroniel Deb Roy

nterprise applications such as banking, healthcare,

and so on still use flat files to import/export data be-

tween applications. Flat files contain machine-read-
able data that is typically encoded in printable characters.
There is a growing need for these applications to interact
with XML-aware applications and Web services, and to sat-
isfy this need these applications must convert flat file data
to an XML format.

XML is suited for the interchange of data as XML docu-
ments are tagged, easily parsed, and can represent complex
data structure. The conversion of a flat file to an XML format
requires proper representation of the data embedded in the
flat file in some template form so that it can be converted to
XML. There are custom solutions based on XML templates
and XML DTDs made to capture the data structure of flat files
to be converted to an XML format, but here a new schema-
based approach to parse flat files to an XML instance will be
discussed.

Why XML Schema?

The XML Schema provides a means to define the structure,
content, and semantics of the data contained in XML docu-
ments. Flat files contain data, and in order to convert the data
to XML, the underlying data structure and data validation
rules should be captured in an XML Schema representation.
XML Schema is now a well-known standard and there are vari-
ous XML parsers available to parse and validate documents
against an XML Schema. Moreover, it provides the flexibility
of describing the data more effectively using the rich W3C
schema language, which can be used to validate the generated
XML document.

Several kinds of commercial software are available that
convert flat files to XML instances based on proprietary tem-
plates and conversion routines. These solutions are tailored to
meet specific needs and do not scale to fit the requirements of
generic flat-file-to-XML-instance generation.

This approach is based on open standards such as W3C

A schema-based approach

schema, API, and XERCES XML parser’s schema implementa-
tion. It is suitable for any Java project or custom XML instance-
generation project using open source technologies.

Process
XML Schema is the best way to represent data structure and
validation rules in XML- aware applications. In order to parse a
flat file to create an XML instance, information about the data
and its hierarchy needs to be understood properly and then cap-
tured in the schema definition. Once the data structure is defined
correctly in the schema, the parsing instructions for the flat file
need to be introduced propertly in the schema so that after pro-
ducing an XML instance from a schema definition, the instance
may be populated with live data from the flat file.
The following steps explain the conversion of a flat file to
the XML Schema.
* Data representation: Present the flat file in a schema form
with required information on data structure and validation
* Parsing logic implementation: Develop a concept of con-
tainer (record) and contained objects (fields) in the flat file
and place relevant control attributes for them in the schema
definition
* Default instance generation: Convert the schema into a
default XML instance governed by schema rules
* Populating the instance with data: Parse the flat file with the
control attributes information provided in the schema and
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Figure 1 - The conversion of flat files to an XML instance
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populate the generated instance with live data from flat file

To elaborate on the process in detail and explain the underlying

Java implementation to convert flat files to an XML instance, a “,
delimited flat file and a fixed-length field flat file are shown below.

A delimited flat file:

Social Security Number, Name, Salary
123456789,Ram Singh,100000.00
444556666,Barr Clark,87000.00

Container-Specifi

t2xml:container

ontrol Attribute Description

t2xml:rootelem

Specifies the root element. Add this to the schema element that is specified as
the root element. As there is only one root element in an XML instance, only one
schema element that qualifies as the root of the XML instance should have this
attribute.

Marks a schema element as a container i.e., it will contain other elements inside it.
Itis similar to a record in the flat file that contains the fields inside.

777227878,Simi? D Roy;123000.00
998877665,Charr Lee,92000.00

t2xml:container_endtoken

Marks a container to fetch data from the flat file using the container end token as a
delimiter. If this attribute is present in a schema element, it guides the engine to get
records from the flat files to populate objects contained in that container.

t2xml:container_def_id

Tells about the definition id of a container. This might be a value that identifies a
container. If a container does not have a particular ID to identify it, this attribute
might be omitted or “generic” might be assigned as the attribute value.

A fixed-length field flat file:

Social Security Number, Name, Salary
123456789Ram Singh 100000.00
444556666Barr Clark 87000.00
777227878Simi D Roy 123000.00
998877665Charr Lee 92000.00

In these flat files, the data and the data structure remain the same
but the representation changes depending on the flat file type. Now

t2xml:container_position

Tells the position where the “t2xml:container_def_id” might be found in the
container. For the delimited container case, it's the position of the object from the
start of the container that holds the “t2xml:container_def_id.” For the fixed-length
case it's the absolute position of the “t2xml:container_def_id” from the start of the
container.

let’s go through the steps to convert these flat files to an XML instance.
Figure 1 shows the approach in detail.

t2xml:container_type

Tells the container type, i.e., whether it's a delimited or fixed-length type of con-
tainer. The only two allowed values currently are “delimited” and “fixed.”

Data Representation
The main focus of converting data from flat file to XML instance
depends on proper understanding of the underlying flat file data

t2xml:object_sep

Should also be defined in the container-schema element in case of a delimited
container. It tells about the object delimiter used to separate objects in a container.

structure, which can be easily captured as a schema definition. In all
of the preceeding examples the data structure remains the same, only
the representations are changed depending on the flat file type. So,
the basic data structure in these cases may be captured in the same
schema definition shown in Listing 1.

For all the examples, any one of the two schema representa-

t2xml:escape_char

t2xml:object

Marks the escape character in the container definition.

Contained Object Specific Attributes

Mandatory while defining fields (objects). This attribute marks an element for a field
(object) representation inside a container (record).

tions may be adopted. Both representations exhibit the flexibility to
describe the data structure using the W3C schema language. In our

t2xml:object_len

Mandatory if the container (record) consists of fixed-length objects (fields). This
attribute should contain the exact length of the field in the text file. In case of a
mismatch, parsing will fail or provide unexpected results.

example the first schema definition is considered. The examples here
are simple but the same approach applies to complex cases as well.

Parsing Logic Implementation

t2xml:ignore

Sometimes the flat file may contain fields and records that must be suppressed
while creating the XML instance. If present, this tag will suppress the element in the
generated XML instance.

The raw schema definition defined in Listing 1 captures the
data structure of the flat file. To parse the flat file and to populate

t2xml:keep-current

Required if an object value needs to be reused in the subsequent object value
population. It just keeps the current value after populating the current object.

an XML instance, more parsing logic needs to be built inside

Table 1

the schema definition. To implement the parsing logic in the

schema definition, annotations and control attributes with namespace,
xmlns:t2xml="http://xmlns.oracle.com/t2xml" are introduced. These con-
trol attributes and annotations are added in the element declarations in
the schema definition to mark the XML root element, physical container
definition (records), and contained objects (fields) as per the flat file struc-
ture. Table 1 shows the list of main control attributes required to build the
parsing logic in the schema.

These control attributes are pivotal to parsing the flat file and are defined in
the t2xml.IParseProperties interface. This interface is implemented in the class
xerces.xs.instance. T2xmlInstance to implement all the parsing logic to popu-
late the XML instance with flat file data discussed in detail in the “Populating
instance with data” section. See Listing 2 for the control attributes.

Apart from these control attributes, the attributes minOccurs and

Control attributes and their meanings

maxOccurs play a crucial role in determining repetitions of containers
(records); depending upon the value of the minOccurs and maxOc-
curs, the optional and required containers are decided. For example,
if minOccurs is “0,” the container is optional; if it is more than “0,” the
container is mandatory. If maxOccurs is “unbounded,” the number of
containers is decided depending upon the records in the actual flat file.
However, if a number is prespecified in the schema, that number of
records is anticipated in the flat file.

Now let’s see how these control attributes are used in the schema defini-
tion to mark parsing logic instruction for the flat file.

Delimited Flat File Case

For the “,” delimited case let’s consider a record from the flat file.

www. XML-JOURNAL.com
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777227878,Simi? D Roy,123000.00

This shows an employee record with three
fields: Social Security Number (SSN), name, and
salary. The name field can be subdivided into
first name and last name and separated by a “
" delimiter. The “?” is considered an escape
character in the name field. Figure 2 shows the
basic mapping for a delimited record to a schema
definition.

In Figure 2 the full record is mapped to the
Employee element. Since the record is a delimit-
ed one, the following control attributes are added
to the Employee element:

o t2xml:container="true": Added to tell if it's a
container or record

o 2xmlobject_sep=",": Added to tell the field
delimiter

o 2xml:container_type="delimited": Added to
tell the record type is delimited

e t2xml:container_endtoken="os:linesep":
added to tell the os-specific line separator is
used as a record terminator

o 2xml:escape_char="?": Added to tell the
escape character in the record definition

Apart from these control attributes, maxOc-
curs=" unbounded" is found in the Employee
element declaration. It says to produce as many
Employee elements as are encountered in the flat
file.

For the SSN and salary fields the mapping
is simple, as these are contained within the
Employee container and do not have any addi-
tional contained objects inside. The following
control attribute is added for them:

o t2xml:object="true” Added to tell that its a
contained object

For the name field the mapping is a little
complex as it contains the subfields first name
and last name. Thus its a container as well as
a contained object itself. The following control
attributes should be added for it.

o 2xml:container="true": To tell if it's a container
for first name and last name

o 2xmlobject="true". To tell if its also a con-
tained object inside Employee

o 2xml:object_sep="os:spacechar": To tell the
os-specific space character as delimiter

o 2xml:container_type="delimited". To tell the
Container type as delimited

o 2xml:escape_char="2" To tell about the
escape character

The complete schema definition is located in
the file delimited-samplexsd in the source JAR
(the source code for this article is at www.sys-con.
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Figure 2 - Delimited record mapping to a schema definition

com/xml/sourcec.cfim).

Fixed-length Flat File Case

For the fixed-length case too let’s consider a
record from the flat file.

777227878Simi? D Roy
123000.00

The fixed-length field case is almost the same
as the delimited case; the only difference is that
here the field lengths are fixed and not separated
by any delimiters. Therefore, the control attributes
for the Employee element are a little different
from those of the delimited case.

* 2xml:container="true". Added to tellit's a con-
tainer or record

o 2xml:container_type="fixed" Added to tell
the record type is fixed

e t2xml:container_endtoken="os:linesep"
Added to tell the os-specific line separator is
used as a record terminator

The attributes t2xml:object_sep and t2xml:
escape_char are abolished here as they are spe-
cific to the delimited case only.

For the contained objects there is an addi-
tional attribute to specify the object length. The
respective lengths of the SSN, name, and sal-
ary fields were updated in the t2xml:object len
attribute. So, for contained objects here are the
required attributes:

o 2xml:object="true": Added to tell its a con-
tained object

o 2xml:object_len="9","30","9": For SSN, name,
and salary fields

For the name field, mapping the other control
attributes remains the same as in the delimited
case.

The complete schema definition for the fixed-
length case can be found in the file fixedLength-
samplexsd in the source JAR.

Default Instance Generation

Based on the schema defined for the flat file
data structure, a default XML instance that follows
the rules defined in the schema definition is gen-
erated. Generating this XML instance from the
schema definition requires the proper identifica-
tion of the root element to start the instance gen-
eration. This XML instance generation from the
schema is implemented in the xerces.xs.instance.
Schemalnstance class. This class can generate
an XML instance from any schema definition,
provided the schema contains at least one ele-
ment declaration. If there is more than one ele-
ment declaration, it calls for the element with
no reference from other elements as a potential
candidate for the root element. A generic root
element finder is implemented in the xerces.
xs.instance.RootElementFinder class. The XML
instance generation in the Schemalnstance class
starts with the root element and comes up with
XML elements on traversal of complextypes and
elements defined in the root element definition.
It converts each complex type/simple type
continued on page 58
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DAN DUBE

Don’t mangle your publishing issues

AuTHOR Bio

Dan Dube is director of|
business analysis at In-
nodata Isogen, a provider;
of content supply chain
solutions. Innodata Isogen
(www.innodata-isogen.
com) optimizes content|
supply chains, helping
clients realize significant
cost savings and pro-
ductivity gains from
content-related operations,
achieve better outcomes,
and compete more
effectively in demanding

global markets.

efore the information age, car

manufacturers only made cars,

libraries only stored books,
and newspapers only printed the news.
Now, however, companies from all in-
dustries are realizing that in addition
to what they do, they are also publish-
ers, and there is a learning curve.

Carmakers have to create, manage,
and produce manuals, catalogues, and
brochures. Libraries have to preserve
collections and make their stacks avail-
able to a digital readership. Newspapers
have to splice and dice their daily report
millions of different ways to fit the dis-
tinct consumer tastes. In addition, these
organizations have to publish in mul-
tiple languages and multiple formats:
CD-ROM, PDE Web page, hard copy,
etc.

In the information age, all compa-
nies are publishers, and that’s not even
counting internal demands for con-
tent that every company has: memos,
annual reports, newsletters, Intranet
sites. However, in this rush to transform
content products, many companies are
actually losing ground, credibility, and
money due to the innovation choices
they have made.

The speed and sweep of these new
choices - from plates and ink to digi-
tal rendering, from product develop-
ment to knowledge development, from
product selling to task support — have

caused technology whiplash for corporate
America. Sparkling new techniques are
being implemented with less-than-spar-
kling outcomes, causing those promised
returns on investment to look puny to the
shareholders.

An all-too-common example is the
poor implementation of a new vocabu-
lary like Extensible Markup Language
(XML) to reflect a historical need (like
page layout and typesetting). A shod-
dy job can cause more complicated,
unwieldy systems, and products that
still lack agility. This example outlines
the difference between page-based
views (the old way) versus meaning-
based views (the new way).

When a legal publisher “typesets” its
law journals in open source codes like
XML, the implementation involves ren-
dering words by meaning. By tagging an
italicized word as <italic>, the publisher
shuts off that content from the advan-
tages of XML. If the word has been itali-
cized because it is a title, the proper tag
is <title>. If done correctly, the publisher
could later search the full database for
titles, an impossible task if the word is
simply rendered <italic>. This common
mistake, along with dozens of others
that occur in content manufacturing
systems, is the reason why many global
companies are struggling to compete in
the information age.

XML does not just make things look
a certain way on paper or on the Web.

It’s a way to build meaningful languag-
es that companies use to specify and
reflect the true meaning of the con-
tent being developed into information
products. Typesetting conventions are
used to imply deeper meaning; XML can
be used to make that meaning explicit,
accurate, and precise. The typesetting,
or online rendering, comes later, with
the added benefit that the content now
reflects a higher knowledge quotient,
enabling more targeted search. The
tech-savvy consumers’ needs are met
alongside the companies’ traditional
buyers, and future reuse, retasking, and
redeployment of content are built in
with little or no added cost.

The first step is to understand that
even if you are not in manufacturing,
you depend on a supply chain, a content
supply chain, and its proper function
is vital to your bottom line. Otherwise,
you're putting a drain on ROI from both
directions, escalating costs and lagging
innovation.

Having evaluated many content sup-
ply chains for publishers, manufactur-
ers, institutions, and government agen-
cies, I have ranked the top five traps in
content supply chain management:

1. Inefficient processes: Don't get bogged
down in manually intensive tasks (like
troubleshooting format problems in a
word processing program) or redun-
dancies (like composing the same con-
tent twice for a hard copy and a Web
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site). In addition, hundreds of hours per year
can be lost recreating information that already
exists (like copying and pasting content from
one document to another), or converting Word
files to PDFs or HTML. Languages like XML
offer a simple way around this kind of time-
sapping redundancy.

2. Organizational boundaries: Don't let sep-
arate departments duplicate content pro-
duction activities (like posting the same
information on another page of the com-
pany Web site). In-house experts from each
department of an organization will often
achieve the departmental goal but never see
the big picture. When the right hand doesn'’t
know what the left is doing, you aren’t coor-
dinated.

3. System limitations: Over the years, different
departments have ended up with different
systems that don't talk to each other, or don't
translate information from one to another.
Proprietary systems architectures also make

FREE CD!

Secrets of the XML Masters
Every XML-J Atticle on One CD!

— The Complete Works —

CD is organized into 33 chapters containing more than 400 exclusive XML-J articles!

it difficult to move data from legacy systems
to newer technologies. Don’t let your orga-
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. Technology limitations: Don’'t use a wrench

to hammer a nail. Don't extend an applica-
tion beyond its capability (like using MS-
Word for final composition when it usually
leads to extra labor hours troubleshooting
formatting errors). Many companies pay
internal IT staff to write internal “patches”
to transfer data from one system to another,
which ends up costing more because they
perform worse than integrated systems, and
you have to keep applying new bandages.

. Inadequate use of resources: Assign your

high-skill/high-cost labor only to the most
important tasks, not to support activi-
ties that could easily be outsourced. For
example, a production editor whose pri-

$198.00
VALUE!

All in an easy-to-navigate HTML format! BONUS: Full source code included!

ORDER AT WWW.SYS-CON.COM/FREECD

*PLUS $9.95 SHIPPING AND PROCESSING (U.S. ONLY)

©COPYRIGHT 2004 SYS-CON MEDIA. WHILE SUPPLIES LAST. OFFER SUBJECT TO CHANGE WITHOUT NOTICE. ALL BRAND AND PRODUCT NAMES ARE TRADE NAMES, SERVICE MARKS OR TRADEMARKS OF THEIR RESPECTIVE COMPANIES.

) ( GV

Only from the World'’s Leading i-Technology Publisher

COMMENTARY

mary skill is page layout and Web site design
may not need to be in-house because the
skill requires no expertise in that field.
Expensive resources should not spend time
doing repetitive tasks.

Let me stress that these are just the top five
traps. Many others exist, and companies are
discovering new and terrible ways to mangle
their content supply chain every day.Proper
use of XML and other formats in your business
systems requires that you first read the manual,
so to speak. I also urge you not to delay. If you
don't offer additional value like this in mod-
ern content and modern information prod-
ucts, customers will go across the street and
get it from your competitor. In a marketplace
this competitive, proper XML implementation
could make the difference between leading
and following.&

. dan.dube@innodata-isogen.com
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continued from page 54

element to a default XML instance node during
schema traversal. If some elements are optional,
it produces one default element. If some elements
have maxOccurs="“unbounded,” it goes with the
value defined in Instance. MAX_UNBOUND_
OCCURANCE. The most important methods of
Schemalnstance are shown in Listing 2.

The source JAR contains the full class decla-
ration for Schemalnstance class. All the handler
methods in the class are recursively called to gener-
ate the XML instance. Below is the sample code that
demonstrates how to use this class to generate an
XML instance from a schema definition:

SchemaInstance lSchemaInstance= new Schema

Instance(aSchemaFilePathOrURL);
1SchemaInstance.generate(aOutputFilePath);

/* or */
1SchemaInstance.generateInstance(aOutputSt

ream);

The XML instance generated from the schema
example above looks like this:

<root element>
<Employee>
<ssn/>
<name>
<fname/>
<lname/>
</name>
<salary/>
</Employee>

</root_element>

Populating the Instance With Data

As populating the XML instance with data
comes after the XML instance is generated, one
point worth mentioning here is that the XML
instance to be filled up with data does not go on
with the whole schema definition at one time;
rather, each schema element contained in the
schema definition under the root element is
converted to the XML element and then filled up
with data. When the XML instance generation
starts from the root element, the control attri-
butes are examined for each schema element
that is generated as XML.

These control attributes tell if an element
is a container or contained object, and also tell
about the container end token, object separa-
tor, etc. Therefore, depending upon the control
attributes, after the XML instance is generated
for a particular schema element, the physical
record is read from the flat file and the instance
is populated with live data from flat file. This

process is repeated for each record defined in
the flat file. Only after traversal of the full schema
definition (starting from the root element) will a
filled-up instance representing the full schema
definition be created. If the maxOccurs attribute
is “unbounded” for a schema element, the num-
ber of XML instances for this element is created
as per the availability of records in the flat file;
otherwise the actual number is regarded in the
schema definition.

The lookup for the control attributes and their
correcthandlingis veryimportantwhen filling the
XML instance with data. To start, the implemen-
tation class xerces.xs.instance.T2xmlInstance
implements the t2xml.IParseProperties and
extends the xerces.xs.instance.Schemalnstance
class. In the Schemalnstance class, the bare-
bones XML elements were generated, but in
the derived T2xmlInstance, with the help of the
IParseProperties, these XML instances will now
be filled up with data from the flat file. In Listing
3 you can see a skeleton representation of the
T2xmlInstance class.

The last three methods in the class skeleton
were overridden in the T2xmlInstance class from
the Schemalnstance class to fill up the XML ele-
ments generated in the Schemalnstance class.

The getRootSchemaFlement(.) method is
overridden to find the root element in accordance
with the control attribute “t2xml:rootelem.”

The handleParticle(.) method is overridden to
look up specific control attributes for container
and container type, so that the filler object that
fills the data to the generated XML instance is set
up properly.

The fillupData(.) method is overridden to fill
up data in the XML instance based on the control
attribute for object marking and the type of filler
object passed in.

The other methods in the class are helper meth-
ods to get the instance fill-up mechanism working.
The full source code for T2xmlInstance may be
found in the source JAR.

The T2xmlInstance class uses the control attri-
butes explained in Table 1 to populate the default
XML instance with data. To run T2xmlInstance
as an application, download source.jar, unzip the
contents, and try the following commands for the
delimited sample case and the fixed-length case,
respectively.

{your jdk home}\bin\java -cp .;classes;lib\xerces\
resolver.jar;lib\xerces\xercesI
mpl.jar;lib\xerces\xml-apis.jar;lib\xerces\xml-
ParserAPIs jar xerces.xs.instance.

T2xmlInstance test\delimited-sample.xsd test\
delimited-input.txt test\delimited-output.xml

{your jdk home}\bin\java -cp .;classes;lib\
xerces\resolver.jar;lib\xerces\xercesI
mpl.jar;lib\xerces\xml-apis.jar;lib\xerces\xml-
ParserAPIs.jar xerces.xs.linstance.
T2xmlInstance test\fixedLength-sample.xsd test\
fixedLength-input.txt test\fixedLength-output.

xml

The XML instance for the delimited and fixed-
length case is shown in Listing 4. Because the data
structure is exactly the same for these two cases, the
generated XML is also identical.

Scope for Future Enhancement

This article demonstrated the concept of con-
verting flat files to an XML instance and provides
a solution to prove the concept. Fairly complex flat
files may be converted to XML instances using this
approach, but the solution needs to be improved
for industry-standard XML-instance generation
because the support for doing custom calculations
and mapping data directly to attributes is not yet
established. Enabling XPath expressions might add
some more goodies to the approach.

Conclusion

This approach is used to parse flat files and cre-
ate an XML instance given a schema representation
of the underlying data in the flat file. Many flat file—
based systems such as EFT/EDI, custom database
migration, and backup utilities will find this useful.
Since this approach is based on open standards
such as W3C schema and Xerces implementation
for schema, it may be widely used.
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